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Chapter 1

In tro duction

1.1 Aims

To:

� produce a formal model of the L4 API basedon L4 \Pistachio" using the B Method;

� gain a very thorough understanding of the L4 � -kernel from a functional perspective;

� identify potential faults and shortcomingsthat may be useful to current implementers,
and any future formal veri�cation of L4;

� create a solid starting point for the continuation of the L4 Pilot project.

1.2 Op erating System Kernels at a Glance

When referring to a \k ernel" of an operating systemweusually think of the coreof the system,
which the rest is entirely dependent on. This is an apt simpli�cation.

The kernel [20] represents the part of the operating systemthat hascompleteaccessto every-
thing inside a computer at the lowest level permitted by hardware. While it can grant this
privilege onto other code fragments (such as devicedrivers), the responsibility for interaction
with the hardware lies with the kernel. At the sametime, the kernel must allow programs
running within the operating systemto utilise the hardware.

Needlessto say, this responsibilit y is a very large causefor concernfrom a security standpoint.
For example, today's hard driveshave no concept of userson the systemand who has access
to what. This implies that should any program gain full accessto hardware for any reason,
it can accessall data on the hard drive.

The processof design and development of operating systemsis an eternal struggle between

exibilit y and control.

1



2 CHAPTER 1. INTR ODUCTION

1.3 � -kernels

Given the above security concerns,much work goes into making sure such breaches do not
happen. However, most modern operating systems use monolithic kernels, where a large
amount of functionalit y, device drivers, networking, etc. are included. This meansthere is a
lot of code that runs with full privileges, written by many peopleover a long period of time.
Indeed, in 1999,the Linux kernel had approximately 350 peopleworking on it [15]! While it
can be argued that the large amount of people looking and working on the kernel are more
likely to discover possibilities of exploitation, the sheeramount of code they have to secure,
while hundreds of other people work on it is terrifying. In fact, the current Linux kernel
sourcecode is approximately 30Mb [12]!

These concerns,among others, prompted the development of � -kernels. The basic aim of
a � -kernel is to decreasethe amount of code running with full privileges to the bare mini-
mum. The smaller (relative to monolithic kernels)amount of code makessecuringit ordersof
magnitude easier. The price is that abstractions must be envisioned for hardware-interfacing
programming, such as devicedrivers. This takes the form of increasedcomplexity, decreased
performance,or worse, both. Additionally , just what is the bare minimum remains a hotly
debated topic [14].

1.4 L4 Overview

The L4 � -kernel remains true to the initial vision of supplying only that which is essential,
while incorporating many optimisations discovered on the long path of research in � -kernels.

It essentially provides the following [13]:

� Address spaces

� Threads (privileged, kernel and user)

� Fast, Synchronous Inter-ProcessCommunication (IPC)

� Basic scheduling

� Memory ownership management (granting, mapping)

� Core machine resourcemanagement (such as Floating Point Units)

� Core machine control (CPU voltagesetc.)

� Symmetric Multi-Pro cessor(SMP) support

Experiments running Linux on L4 have shown only a 4% performancepenalty over normal
Linux kernels [6], concluding that L4 is indeed fast enoughfor mainstream acceptance.
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1.5 The B Metho d at a Glance

Various formal methods exist at present. Essentially , they allow oneto expressthe behaviour
of a program (or system) in abstract, mathematical terms, and therefore allow proof that
the model is consistent (not self-contradicting). Thesemodels can then be implemented with
con�dence. Alternativ ely, someattempt to prove things using already existing code as input.
However, no method, formal or otherwise,can guarantee correctness, i.e. that the model does
exactly what the creators want it to do. For that, a human is needed(or a mind-reading
computer).

The B Method, developed by Jean-Raymond Abrial [1], is a system of formal development
from the initial high-level speci�cation all the way to implementation via a processcalled re-
�nement . The idea is to abstract away the implementation and concentrate on pure functional
requirements at the top level. Then, with each re�nement step, provide more information
on how exactly the system ful�ls those requirements, until enough information exists to im-
plement the system. Each re�nement step requires proof of consistencywith the previous
step.

Having only functionalit y at the top level allows oneto easilyevaluate what the systemwill be
doing without getting bound up in implementation constraints (and thus make the validation
of correctness much easier). At the sametime, the re�nement path towards implementation
can be modi�ed without any changeto the abstract model.

Furthermore, by utilising the facilities contained within the B Toolkit [2] it is possible to
validate the correctnessof the top-level speci�cation by animating it. In this mode, the
user becomesthe implementation of all non-deterministic or unde�ned operations/sets. For
example: an operation which factors a composite number can be de�ned as returning any
two numbers which, when multiplied yield the supplied number. The Animator will ask you
for the two numbers, then check whether they are indeed factors, then the animation will
proceed. Once the system behaves the way one wants it to, one can then safely proceedto
re�nement and implementation.

1.6 Motiv ation: APIs, Wh y We Need Them and Wh y Bother?

The Application Programming Interface (API) is a crucial part of any system,through which
programmersmay control and interact with it. Speci�cally , it is an abstraction of the inner
workings of the system (which allows people who may have no interest in how exactly the
system works to use it). For an operating system kernel, it is yet more. Since the kernel
runs in privileged mode and programs using it do not, it is also the only place through which
unprivileged data is transferred into privileged mode. Most security checks on such data
must therefore occur at the API level, so that internal system processescan be performed
with con�dence. For example: there will be an API call for a thread to kill another, but it
has to check if the thread may indeed kill others (and that the thread does not kill itself),
which will then call an internal operation to perform the actual kill. The personwriting the
latter doesnot needto concernhim/herself with security.

It is alsovery di�cult to createan abstract model of an API which already exists, sincemuch
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of the time, its implementation has evolved more than it has beendesigned.

Another signi�cant function of an API is that of a central point on which development of
a system is based. Any model of the API can be referred to by people implementing or
modifying the system. However, if the behaviour outlined by the API is self-contradictory ,
the system may well end up acting strangely or not at all. This is where a formal model of
the API comesin.

The motivation for this thesis is to provide a relatively simple formal model for the L4
\Pistachio" � -kernel. Presently, the API residesin a ReferenceManual [13] and in the im-
plementation. While the ReferenceManual contains a documentation of all system calls, it
is insu�cien t to create a model of the system, whereasthe implementation is very complex,
barely documented and highly optimised (with nearly every possible shortcut utilised); it
cannot be usedas a model.

A top-level model created in B should be quite small, and therefore easyto check for correct-
ness,while the abilit y to animate it will make the task even easier. It can be very useful to
those working on the L4 implementation and the future of the L4 Pilot project. Also, a new
Security API is being worked on for L4. Comparing the new API with the current model
may also provide useful information on how the new Security API might be implemented.



Chapter 2

In tro duction to L4 In ternals

This chapter describessomeof the internal mechanismsin L4, as well as expanding upon the
very brief overview of L4 provided in the introduction (section 1.4).

2.1 Address Spaces

An addressspaceis a range of addresseswhich a processcan access.On operating systems
running in protected mode, they are also a form of isolating processesfrom each other.

In L4, addressspacesdo not have identi�ers, other than their information structures being
accessibleby pointers inside the kernel memory area. When dealing with user mode appli-
cations, addressspacesare identi�ed by passingin the thread identi�er of the thread whose
addressspaceis the one desired.

Each addressspacehasa User Thread Control Block (UTCB) areato store user-mode details
of threads contained inside it.

Since there is no way to specify an addressspacewithout a thread, the processof creating
addressspacesis merged into that of creating threads. This means creation of an empty
addressspaceis not possible.

Apart from addressspacesreserved for special threads (seenext section), there is an extra
addressspacefor internal kernel threads known as the kernel addressspace.

2.2 Kernel In terface Page

In L4, all information particular to the current instance of the kernel is stored in the Kernel
Interface Page. The KIP must be mapped into each thread's addressspaceand is read only.

Information provided includes how many threads are permitted in the system, how many
interrupt threads there are, etc.

5



6 CHAPTER 2. INTR ODUCTION TO L4 INTERNALS

2.3 Threads

A thread is a stream of execution in an addressspace.One or multiple threads can constitute
a process.They are also referred to as jobs or tasks.

The number of threads is predetermined at system start up. The kernel reserves a certain
number of internal structures for storing the kernel-level details of each thread. Thesestruc-
tures are Kernel Thread Control Blocks (KTCBs) and hold information that no thread should
not have direct accessto (such as scheduling priorit y, thread identi�er and thread state).

Data that a thread has on itself (which the kernel does not directly use to run) is provided
in UTCBs stored in the addressspace'sUTCB area. This includes extra call and return
parametersto/from systemcallsand generalinformation such asthe thread's current identi�er
(which the thread can modify, but which will not a�ect the functioning of the kernel at all,
only give the thread misleading information it is someoneelse). The sizeof the UTCB area
limits the number of threads possiblein each addressspace.

2.3.1 Special Threads

Privileged Threads

In L4, a privileged thread is allowed to perform:

� Creation, deletion and modi�cation of threads

� Set up and initialisation of addressspaces

� Modi�cation of machine settings (such as processorfrequency) on architectures that
support them.

A thread is de�ned to be privileged if it residesin the sigma0, root server or sigma1 address
space. This is how the initial root server can create more privileged root servers to perform
various tasks (such as a dedicated thread manager).

The kernel addressspace alsoholds privileged threads, though this isn't listed in the reference
manual. The exact comment in the sourcecode [5] is \do not allow user to messwith kernel
threads". Considering them privileged seemsto have no adverse e�ect, only the check is
di�eren t (interrupt thread numbers exist between0 and systembase).

Sigma0

Sigma0 is the default system pager. Its job is to take up all possiblenon-kernel memory on
start up, and give it out to threads as it is requested.Sigma0is not a memory manager,and
doesnot acceptany form of request to take back (free) the memory that hasoncebeengiven
out. When other special threads load during the kernel loading procedure,memory is taken
from sigma0. After this is done,a memory managershould take the remaining memory from
sigma0 and manageit appropriately. Sigma0gets its own addressspace,and is a privileged
thread.
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The Ro ot Serv er

This is wherean operating systemstart-up begins. After the root task (the kernel loader and
setup subsystem) �nishes loading the kernel, sigma0and the root server have beencreated.
The scheduler is then invoked and the root task losescontrol forever. This meansthat sigma0
and the root server will most likely be the only two threads running in the system (the can
be more root servers if the root task is modi�ed), and sincesigma0already has a prede�ned
function, operating system start-up is the role of the root server. The root server also gets
its own addressspaceand is a privileged thread.

Sigma1

The sigma1 thread was originally designedand introduced into L4 as a method to manage
thread persistency(that is freezingthreads, saving them to disk, then being able to load and
resumethem again). The problem of thread persistencyhasnot beena key feature of L4 and
has sincebeenmostly deprecated. Like sigma0,it is a privileged thread and also gets its own
addressspace.

In terrupt Threads

In ordinary operating systems,when an interrupt occurs it is directed to an interrupt handler
which immediately invokes the appropriate function somewherewithin the kernel. In a � -
kernel, the handler of the interrupt has to be implementable by the user, and the user can
only work in user mode. This meansthat handlers will be in threads running outside of the
kernel and someform of delivery must be devised.

The method L4 usesis to usethe IPC abstraction for delivery of interrupt noti�cations. Once
the interrupt is handled, the handler hasto notify the kernel to re-enablethe interrupt (which
again must happen through IPC). In order to do that, the noti�cations must be sent from
somewherethat the handler can reply to, i.e. another thread.

This implies the existenceof interrupts as threads, and indeed, this is the abstraction used.
There are some key di�erences however. The interrupt is an actual pin on a chip, and so
it cannot actually run as a normal thread would. This meansan interrupt thread's thread
states (seepage9) are more convoluted than usual. The IPC abstraction works becausethe
kernel captures messagestargeted at interrupt threads and performs its own internal actions
as a result. It also sendsan IPC on behalf of the interrupt thread when an interrupt occurs.

Interrupt threads are internal to the system and reside in the kernel addressspace. While
they are de�ned to always exist, their UTCBs are createdlazily, which meansthat the concept
of creating an interrupt thread exists.

They do not have schedulers(sincethey do not run and hencehave no scheduling parameters).
Their pager is called a handler and it is the thread that associatesa thread with an interrupt
it must handle. To deactivate an interrupt, the handler is set to be the interrupt thread itself.
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2.3.2 Thread Iden ti�ers

Due to L4's number onepriorit y beinge�ciency , the thread identi�er systemis very interesting
indeed.

Firstly , the possible thread identi�ers are divided into local and global. Global identi�ers
allow a thread to select another in the system, while local identi�ers work only in the same
addressspace.

Global iden ti�ers

Global identi�ers are further divided into the thread number and the version. Here is where
the �rst optimisation occurs: the thread number is actually an index into the KTCB table.
This meansthat looking up a thread is nearly instantaneous.

There are thread numbers reserved for various tasks inside the system:

� [0, SystemBase) : interrupt threads

� [SystemBase, UserBase) : kernel internal threads

� [UserBase, maximum) : user threads

Sincethread numbersand KTCBs are the sameunit of allocation, interesting properties arise
when a thread endsup pointing to another thread that has beendeleted (for example,when
its scheduler is deleted). If the thread numbering system was left to itself, the �rst thread
that gets the sameKTCB as the old deleted thread would immediately be acceptedas the
old thread (meaning the new thread could still be the scheduler for the thread the old one
scheduled).

This behaviour may or may not be desired by the person deleting the thread. Therefore, a
user-controlled version �eld was introduced. To seeif two identi�ers are the same,the kernel
checks the thread number and the version. This way, if the above behaviour was desired,the
version number can remain the same. On the other hand if the new thread is to be di�eren t
than the old one, the version �eld must be modi�ed (by incrementing it by one, for example).
This has the capacity to over
o w eventually.

The interrupt threads always have a version of 1. The initial privileged threads also start
with a version of 1.

Lo cal iden ti�ers

These can be identi�ed by the fact their lowest six bits are 0. The rest of the bits are
naturally a referenceto the thread's UTCB location, againallowing near-instantaneouslookup
of threads in the local addressspace.

The reason for their existenceis further optimisation. Since switching between threads in
di�eren t addressspacesis a time-consumingoperation, whenswitching to another local thread
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the scheduling system may be bypassed.Sincethe fast IPC path between local threads (see
page11) usesthis type of switching, it is another way to optimise IPC, the core component
of L4.

Since the identi�er must still be checked to seeif it is a local identi�er, why not just check
if a thread is in the sameaddressspacegiven a global identi�er? Why are local identi�ers
even needed? The reasonis quite likely to be the abilit y to restrict certain functionalit y in
L4 to local (or global) threads only allowing it to be more e�cien t. Also, checking once is
faster than checking twice. Finally, being able to specify anylocalthread for someoperations
is a useful addition.

Special iden ti�ers

Three identi�ers are reserved for special tasks:

� nilthr ead represents \no thread". This has varied uses,from specifying a setting is to
be left unmodi�ed, through special meanings when invoking certain system calls, to
performing send-onlyor receive-only IPC;

� anythread represents any thread in the system (for example, thread t 1 is willing to
accept a messagefrom any thread in the system);

� anylocalthread is like anythread but signi�es local threads only

2.3.3 Thread States

Ignoring multiple-cpu states, threads may assumethe following states in L4.

First is the state of non-existence,which meansa thread's KTCB is not being used. This is
identi�ed by an aborted state and the addressspacesetting in the KTCB equal to NULL.

Next, the inactive state, when a thread is created but not yet active. This is identi�ed by
the aborted state and a non-null addressspaceattribute in the KTCB. From here, the thread
may be activated or deleted.

When a thread is activated or createdactive, it immediately starts waiting forever for an IPC
from its pager (in order to allocate the necessarymemory to start executing). The state is,
as the name suggestswaiting forever.

When the IPC is received the thread may begin fully interacting with the system. Its state
becomesrunning. In other operating systemsthis state is often referred to as ready. This
does not necessarilymean the thread is running, only that it can. It is up to the scheduler
to decidewhich threads are running.

The halted state is special. A halted thread must not be scheduled or executein user mode.
This includesswitching into it without the scheduler being involved. Sincethe thread may be
resumed,the previous states had to have beensaved. Halting has no e�ect on IPC delivery.

For interrupt threads, halting meanssomething completely di�eren t. An interrupt is enabled
if the thread is halted. It is disabled if the thread is not halted.
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The other states (polling and waiting timeout) are discussedin IPC on page11.

2.3.4 Pagers

When a running thread triggers a page fault (memory accessto an area that it does have
accessto but whosedata is currently somewhereelse,e.g. on disk or unallocated) the kernel
must resolve the issue. However, a � -kernel does not have built-in memory management
facilities and relies on the user to implement this to their liking. How then doesthe fault get
resolved?

The answer is that every thread in L4 has a pager attribute containing a global thread
identi�er (which most of the time implies it also has a pager). When a pagefault occurs, the
kernel dispatchesa pagefault IPC on behalf of the thread to the thread with that identi�er.
If the thread exists, it gets the messageand may resolve the memory issue. If it does not
exist, the faulting thread is suspendedor killed.

The reasona thread's pager may not exist is again e�ciency . It is very slow to check every
thread in the system to seeif the thread we are deleting just happens to be its pager. It is
better not to check and deal with the problem when a page fault occurs, or even better, to
assumethe user will prevent this situation from arising.

2.3.5 Schedulers

A very confusing thing about L4 is that schedulers and the Schedule system call do not
actually schedule anything.

Each thread in the system has a scheduler attribute. The sameissuesoccur as with pagers,
but the implications are di�eren t.

A scheduler is permitted to invoke Schedule on a thread whosescheduler attribute is its
own thread identi�er.

Scheduling attributes include the thread's priorit y, which is used for scheduling, but not
directly.

2.4 Scheduling

L4 possessesan internal priorit y-basedscheduler which basesits decisionson the parameters
de�ned using the Schedule systemcall.

The internal scheduler is not a thread. It is simply a function which picks the next thread to
execute.

In order for a user to specify his/her own scheduler, the only way to do so is to set the
priorities of all the threads in the systemexceptthe scheduler to 0. Then any thread switching
or pre-empting condition will end up with the scheduler being chosenas the next thread to
execute. The scheduler can then yield donating its time slice to another thread (using the
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ThreadSwitch systemcall).

2.5 IPC

The Inter-ProcessCommunication, or IPC is the core component of L4. Nearly all aspects
of the system are abstracted by IPC when possible, this includes donation and leasing of
memory to other processes.

IPC is synchronous. This meansthat for a successfultransfer to occur, the sendermust be
sending or polling while the receiver is waiting (or running, if the sender is polling). What
is more the receiver must be waiting for the sender for this to work. The special thread
identi�ers anythread and anylocalthread also declarewho a thread is willing to receive from.

When a receiver is willing to receive but there are no candidates,it goesinto a waiting state,
which is either waiting forever or waiting timeout depending on whether the chosenwaiting
timeout is in�nite.

When the sendertries sending an IPC but the receiver is not ready or currently willing to
receive, it goes into a polling state and is placed in the receivers incoming queue. There is
only one polling state, regardlessof the timeout. Polling may include an additional receive
phase, which means that should the send succeed,the kernel immediately places it into a
waiting state with the receive phaseparameters.

The fast IPC path in L4 occurs when the sender encounters a waiting receiver. The IPC
occurs immediately and the sender'sremaining time slice is donated to the receiver. In this
manner, a thread can decreasethe time it has to wait for a reply (since the scheduler would
not necessarilychoosethe receiver as the next thread to execute). Sometimes,a thread can
send an IPC, switch to the receiver and get a reply when the receiver switches back during
the sametime slice.

The actual data that gets transferred betweenthreads is virtual registers (which may or may
not be implemented in hardware) and items. The senderstates how many of theseregisters
it wishesto transfer. It can also sendmap items, grant items and string items.

Mapping and granting is covered in 2.5.1.

String items, as their name suggest, are used to transfer strings from one thread's bu�er
registers into another's. Since the size of strings is dynamic, various issueswith page faults
on either sides and inside the kernel itself arise. String items are not implemented on all
architectures and their usefulnessis often disputed.

2.5.1 Memory Donation and Leasing Using IPC

As part of IPC, the sendermay send the receiver map and grant items. These items, whose
exact structure is de�ned by an Fpage [13, section 4.1] determine leasing and granting of
memory to the receiver and is performed during the IPC by the kernel.

Granting meansthat the sendercompletely givesaway the memory to the receiver, and is no
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longer able to accessit. The receiver owns it and is responsible for its eventual deallocation.

Mapping allows the receiver to accessa memory area (read and write) but not own it. This
meansthe privilege can be later revoked.

2.6 System Calls at a Glance

KernelIn terface

Tell a thread where the Kernel Interface Pageis in the current addressspace.

Exc hangeRegisters

May be usedby any thread on another in the sameaddressspace.Allows modifying existing
threads (pager, registersand handle) and also activating inactive ones.

ThreadCon trol

Only for privileged threads. Create, activate, modify or deletea thread basedon parameters.

Activ ation occurs when a valid pager is supplied. The scheduler is also set by this operation.

SystemClo ck

Obtain the current clock value (an internal counter value in � s).

ThreadSwitc h

Stop execution of this thread and donate the remainder of the time slice to another one, or
just yield completely.

Schedule

Changethe scheduling parametersfor a thread (seepage2.3.5). Must be the thread's sched-
uler.

Unmap

Revoke a mapping given to another thread as part of IPC (seepage2.5.1).
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SpaceCon trol

Initialise an addressspace.Privileged threads only.

Ip c

Participate in Inter-ProcessCommunication (seepage11)

Pro cessorCon trol

Privileged threads only. ChangeCPU settings. Availabilit y of settings varies with architec-
ture.

MemoryCon trol

Used to set pageattributes.
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Chapter 3

Overview of the B Metho d

While a complete description of the B Method is outside of the scope of this thesis, I will
attempt to give an overview for the bene�t of the reader.

Development within the B Method is basedon three levels:

Abstract Mac hines Units of isolation, in themselves layers. They represent the basede�-
nition of what the program components will do, i.e. the minimal functionalit y that satis�es
the program requirements (as dictated by a client or programmer). They consist of:

� CONSTRAINTS | restrictions on parameterspassedinto a machine

� DEFINITIONS | purely syntactic translations. They usea feature of B called jokers.
Any single-letter token counts asa joker and represents any set of tokens. For example:

isFull(x) == bool(x 2 full)

will de�ne a function-lik e construct whosevalue is the boolean whether the parameter
belongs to the set \full". This feature is similar to #de�ne in C and C++, but one
de�nition cannot useanother one within the samemachine.

� SETS | abstract sets(such asUSERNAME asan abstraction of all possibleusernames
allowed in the system) and enumerations

� CONSTANTS | thesemay be anything that is not dependent on variables. Constants
may be members of sets,sets,or functions (which are, in fact, also sets).

� PROPERTIES | de�ne restrictions on setsand constants, which for the latter de�nes
what they are.

� VARIABLES | a list of variablesseparatedby commas.What thesevariablesrepresent,
their types,properties and relationships betweenthem are contained in the invariant.

� INVARIANT | this is a logical assertionabout the systemwhich should always hold (a
\safety constraint"), but, more importantly, de�nes what the machine really is. Within
it, all variables types,properties, and relationships (including betweenthosein this and

15
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other machines) are de�ned. It is also the most di�cult part of the speci�cation to
produce, since the invariant must be strong enough to encapsulateinformation about
the system, and cannot contradict itself.

� ASSERTIONS | \facts" that derive from the invariant. They are mostly usedto make
proof easier.

� INITIALISA TION | When the \machine" starts, not only do variables need to have
de�ned values, their valuesmust not break the invariant. This needsto be proven.

� OPERATIONS | Things that can be done with variables. A crude analogy is that
of static class methods. At the abstract machine level, only parallel composition is
allowed, i.e. all statements in the operation (including invoking other operations) occur
at the sametime; the operation itself is instantaneous. An operation may only invoke
operations in other machines, and only when permitted by inter-machine relationships.
The key to proving the invariant holds are preconditions in front of every operation.
Invoking another operation requires that that operations' preconditions are satis�ed,
and that any combination of variables satisfying the precondition will preserve the
invariant.

In this manner a chain of \sane" states may be traced from the initialisation (which satis�es
the invariant) via operations which cannot break it.

The relationship between machines is extremely restricted. A machine can either include
(full read/write accessto everything contained and included in it, plus invoking operations),
use (full read accessto everything in that machine) or see (read accessonly to sets and
constants) other machines. When a machine includes another, it chooses(via PROMOTES)
which operations of that machine will be visible when this one is included into yet another
machine. If all operations are to be visible, INCLUDES is replacedby EXTENDS.

Pleasenote that there is only one namespacein B and great care must be used in order to
avoid collisions.

Re�nemen ts are functional rede�nitions of machines at a more detailed level than what
they are re�ning. For example,at the abstract machine level, a single-resourcemanagermay
simply say \pic k any identi�er which is not in the set of usedidenti�ers". A re�nement might
choosenot to usea set at all, sinceit has no needfor ever reclaiming identi�ers (e.g. student
numbers) and re�ne the usedset down to just one number: the next free id. The re�nement
will then say \if the next free identi�er is lessthan the number of permitted identi�ers, pick
that one and increment the next free identi�er". This can be re�ned again, and again, until
things are simple enoughto implement.

Re�nements also have the capability of sequential composition, in which statements happen
one after another, not at the sametime as before. While they are still consideredmachines,
their invariant additionally de�nes the relationship between variables in the re�nement and
thoseof the re�ned machine. The operation signaturescontained in both must match exactly,
however, their preconditions may be di�eren t. This is due to the fact that re�nement may
have more functionalit y then that which is being re�ned. All that we are requestedto prove
is that all functionalit y of the operation in the re�ned machine is indeed implemented in this
one, via the invariant relationship. No new operations may be added.
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Note that re�nements do not have accessto other re�nements. They are allowed to include
other machines, but cannot be dependent on how those machines are re�ned.

Implemen tations are the culmination of re�nement e�orts in B. They use a completely
di�eren t language,there areno preconditions, and there is no state. All state must derive from
other machines. The implementation cannot baseitself on information about the re�nement
or implementation of any other machine, allowing the re�nement/implemen tation processto
be independent for each abstract machine. This also means one machine can have many
interchangeableimplementations.

For a good referenceto B syntax, I recommendKen Robinson's \A ConciseSummary of the
B Mathematical Toolkit" [17].
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Chapter 4

Related Work

4.1 Early E�orts

One of the early e�orts at formal speci�cation of a kernel (the �rst to usea theorem prover)
wasthat of William R. Bevier [3]. His KIT Project consistedof verifying a simple multitasking
system running on a simulated von Neumann architecture machine. In fact, two �nite state
machines are simulated: one \running" the abstract kernel model, the other is the actual
kernel running on the computer. Using the Boyer-Moore theorem prover he then attemps to
show the model satis�es the requirements, and then prove an implements relationship between
the two state machines. Bevier �nally descendsinto proof of machine code.

His progresswas certainly very thorough, but one can clearly seethat all through the mod-
elling, everything is completely bound to the machine. Registersand bit �elds make an early
appearance,and it turns out the abstract model is not really abstract. This is compoundedby
the LISP-lik e syntax, plus the need to de�ne absolutely everything, since there was nothing
to baseon. The author indicates problems they had with the theorem prover, with proving
the implements relationship, with de�ning queuesand various other aspects. One can quickly
appreciate the progressin theorem proving technology sincethen.

4.2 Mo dern Ob ject-Lev el System Speci�cation

While he does not specify a kernel of any kind, Yuan Yu [23] presents a way of machine
code program proving on a model of a speci�c microprocessor.He also usesthe Boyer-Moore
theorem prover, but the improvement made by tools in that area are clearly visible.

Yu succeedsin proving the functionalit y of varioussmall programsand functions, but indicates
just how complex the processis. Due to the large state one must work with, proof becomes
di�cult.

While extremely useful, this type of speci�cation is unlikely to be successfullyapplied to an
entire kernel (or � -kernel) when used on its own. However, it is very di�cult to go from a
top-level speci�cation all the way down to sourcecode when it comesto operating systems,

19
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since they all require low-level interaction with the machine at some point. One can take
things as low as possible,and then place all functions that need to be written in assembler
or that cannot be generatedinto separate�les, merely using them in the generatedcode as
`magical' statements that do what is needed.Later, object-level veri�cation such as Yu's can
be usedto prove thesefunctions are not magical and indeed do what is expected of them.

4.3 Going Backw ards

Another alternative is to attempt to work backwards and prove things about code that has
already been written. An example of this is the VFiasco project [11]. Fiasco is an L4-
based� -kernel written in C++. Using a model of x86 hardware and a model of C++, the
project attemps to prove certain things about the � -kernel, such as guaranteeing all page
fault handlers terminate.

4.4 Top-only

When it comesto proving anything about operating systems,the majorit y of projects only
approach the problem at the top level of creating an abstract model not directly linked to
the implementation (that is, it models what the implementation does, but does not show a
formal relationship between them). This way they can be concernedwith proving that the
behaviour of a system is consistent, and leave the validation that the implementation does
what the speci�cation says it should do to humans.

For research operating systems,such as EROS, proving that the theory is sound before em-
barking on the path to implementation (or continuing down it) is extremely valuable. The
best implementation of a bad idea cannot possibly result in a good system. For EROS, the
primary goal is con�nement of tasks running within the system. Shapiro and Weber [18] set
about proving their model for con�nement is consistent. The general idea is to de�ne all
the semantics of the operating system, including a conceptof mutation (if a processmodi�es
resourcex, x is mutated by the process; if another processreads x, then it too has been
mutated), and showing that what is mutated by a processis a subsetof resourcesde�ned as
modi�able by the security policy.

The above relatesto a systemwith moreanticipated complexity than the current versionof L4
(which currently doesnot possessany advancedsecurity architecture). For systemsthat are
much simpler, the entire systemmay bemodelled. An approach similar to the oneundertaken
by this thesis is that of J.M. Spivey's work on specifying the kernel of a safety-critical X-ray
diagnostic machine [19]. This model is interesting for many reasons.Firstly , the entire kernel
is modelled, similar to my situation. Secondly, the author acknowledgesthat the true reason
for performing the speci�cation is to abstract the kernel from its implementation and to
document it for future reimplementations (possibly on di�eren t machines). This indicates
what this thesis will most likely be used as. Third, he usesthe Z formal notation, which
is the B Method's predecessor.Finally, the model is a successdue to �nding a 
a w in the
system that could potentially have causedthe X-ray machine to in
ict damage. Again, this
is an exampleof a model testing the ideasthe systemwas built on.
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The academicapproach of inventing a kernel to verify and then proceedingwith the imple-
mentation is utilised to good e�ect by S. Fowler and A. Wellings [9]. The kernel they deviseis
to be usedasa basisfor an \Ada95 runtime support systemin a hard real-time environment".
After reviewing their work onecan seethe great deal of freedomthat is available in the spec-
i�cation when there is no implementation to limit its progress. This is also true when the
initial ideas that are eventually implemented in the kernel are still available for review and
discussion. The approach is the exact opposite of attempting to verify an implementation
after it has been completed, and in my opinion is the easiestway for a veri�ed operating
system kernel to be produced.

4.5 Top-Do wn

Very few operating system kernel speci�cation attempts have been made in a top down
fashion as used in the B Method. Those that have been made mainly consist of two levels
only: abstract speci�cation and concrete implementation [10], or just abstract speci�cation
as mentioned in the previous section [7].

This methodology starts out with an abstract speci�cation of the system functionalit y and
proceedsfrom there. This method is often usedto develop a functional abstract speci�cation
from the requirements (sometimesindependently of any existing implementation) in order to
discover 
a ws and weaknessesin the system[22].
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Chapter 5

Results

This chapter contains a detailed description (and justi�cation) of the API speci�cation that
is the result of this thesis, as well as the methods and approach usedto obtain it.

Basic knowledge of set theory and logic is assumed,however the B syntax and notation is
explained on the way (seechapter 3 for an introduction).

It is intended asa guide to the completeB speci�cation (provided in Appendix A). While the
speci�cation is listed in a top-down fashion to make �nding things easieraswell as to be able
to seethe broader picture, this section describesall machines and operations in a bottom-up
fashion, describing how the complete model was obtained (this is also the order they were
created in).

5.1 Design Metho dology

To facilitate better understanding of the results, this section provides a description of the
methods usedto achieve it and the motivation behind them.

Basis

Firstly and most importantly, the model had to be basedon a stable (that is, not moving)
target. For this reason, the releaseversion of pistachio available at the start of this thesis
was chosen[5] as the basis for the model. For the duration of developing the model, further
updateswere ignored. This was especially helpful sincethe referencemanual is always in the
past of any fresh versions(especially those available from CVS).

Since this thesis was started with only a rudimentary knowledge of operating systemsand
absolutely no knowledgeof L4, documentation wasmore important that being on the cutting
edge.

This action resulted primarily in missing IPC redirectors. It has generally beenagreedto be
a half-measureuntil a new security API is developed [8].

23
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Goals

The model was designedwith the following goals in mind:

� A learning tool | animation of the model may allow for faster understanding of L4
internals.

� Discovery | as L4 is continually adjusted and improved for e�ciency , the initial inten-
tions and ideasmay have becomeoverwhelmedby the delugeof optimisations. Trying
to boil the system down to its essentials in the form of an abstract model may help to
rediscover them.

� A starting point | while this undergraduatethesispresents a simpli�ed model of the L4
API, the L4 Pilot project is proceedingwith a \slice" of the system from speci�cation
all the way down to sourcecode using Isabelle/HOL [16]. The initial slice consistsof
the virtual memory subsystem[21]. After the slice is complete, the API model should
help with a decisionon what the next slice will be.

� Documentation | during meetings with L4 personneland conversations with former
and current AdvancedOperating Systemsstudents, many of the questionsI asked about
L4 internals resulted in arguments of varying lengths. The conclusions reached are
contained in the model and should help the next time such confusionarises.

� Experimentation | trying to formally model an existing systemis a very di�cult task.
Just asthere are a seeminglyin�nite amount of implementations possiblefor an abstract
speci�cation, so there is an in�nite number of abstract thoughts that could have lead to
the current implementation. Trying to �nd the minimal set of abstract components that
describesthe systemis non-trivial. This thesis represents something that hasnot really
beendonebeforeand so is bound to contain someinconsistencyand misunderstanding,
however someonetrying to do this again will be able to build upon the knowledge.

Viewp oin t

The API is the boundary betweenuser spaceand kernel space.When building a model, the
question is whoseviewpoint do we model? From the perspective of a thread running in the
system, operations would be the equivalent of system calls, they would return immediately
and return actual values.

From the kernel'sperspective, however, the situation is quite di�eren t. Firstly , when a system
call occurs, the kernel picks out the parametersfrom the thread's registersand memory, then
passesthem to an internal operation which implements the required functionalit y. Secondly,
the operation doesnot have to return immediately. The kernel can freezethe thread, change
its state, put it on a waiting queueand so forth. Finally, when the time comesto return a
value, the system call does not return a value internally, but instead puts the return values
back into the thread's registersand memory.

As far as creating a useful model, the secondviewpoint is clearly superior. It allows for
modelling of state transitions betweenthreads and alsodoesnot force the modeller to specify
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everything in one go; variables in the system such as each thread's saved registers may be
deferredto re�nement without the needto changethe top-level model later (which would be
the caseif all valueshad to be returned as operation return parameters).

This way of approaching the problem yields the non-standard situation of operations not re-
turning any values. Whichever valueswould be returned are stored in internal state variables,
modelled by non-determinism or deferred to re�nement.

Completeness

Whatever is placed in a top-level speci�cation in B is the lower bound on the functionalit y
in the system. This means that leaving things out does not necessarilymake the model
wrong, as long as the behaviour is correct. An exampleof this is replacing di�cult to specify
functionalit y with non-determinism. For instance: stating that an operation either does
nothing successfullyor fails with an error is acceptableif that is what the systemreally does.
During re�nement, the exact details of what the operation doesand how it determinesfailure
can be de�ned1.

This is the casewith memory management in my model. Since memory management is
part of IPC in L4, trying to add it into the speci�cation at the top level makes things too
complicated, especially since the top-level speci�cation is restricted to parallel composition,
but someform of iteration is required to implement mapping and granting (see5.5.1, page
50).

Unfortunately, due to time constraints, I never reached the re�nement stage,and so memory
management remains absent from my model and its behaviour is simulated in my model by
non-determinism.

Structure

When dealing with modular systems it is possible to structure a B development in such a
way that functionalit y is distributed into various machines according to those models. A
microkernel is unusual in this respect, since it must contain everything necessaryto support
an operating system but no more. This meansthat it is e�ectiv ely a single module in which
everything is intertwined. This does not create a very exciting structure for a development
(as seenon �gure 5.1).

Sinceeverything is reliant on everything else,the best separation I have beenable to achieve
is putting addressspaces,threads and IPC in separatemachines (though they still depend
on each other as shown in �gure 5.1).

All the types and constants are placed in context machines (su�xed \Ctx"). Apart from
helpfully dividing the development into state machines and thoseproviding abstract sets,the
practice helps with re�nement. They can also be usedas a method of slowly building up the
speci�cation, adding only those context machines that are necessaryat every stage.

There is only one namespacein B, therefore namesmust be structured in such a way as to

1This can only work if the state the operation is meant to work on has also been deferred to re�nement.
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Figure 5.1: Inclusion diagram for the B development.

prevent collisions. This has lead to including pre�xes for all enumerations and a `d' pre�x for
most de�nitions, as well as very long classifying namessuch as thread ipc waiting timeout.

Possibly the biggest structural problem that purely parallel composition has presented is the
inabilit y to invoke two unrelated operations in parallel in a top-level speci�cation. This means
if you have two operations in the samemachine: SetScheduler and SetError, clearly having
nothing to do with each other, you cannot invoke them in parallel. This is very important
becausethe top-level speci�cation only allows parallel composition, the B Toolkit only allows
animation of the top-level speci�cation, and an animatable API is one of the major goalsof
this work.

This can be resolved by stripping the top-level speci�cation as far as possibleand heading
straight for re�nement where sequential composition can be used. However, one of my goals
is successfulanimation of the speci�cation, clearly mutually exclusive with this solution.

The other solution is to duplicate statements. In the above example, an extra operation
when both the scheduler and the error must be set which combines the statements from both
in parallel will resolve the issue. This creates `obvious' operations, but is the only way to
reconcilethe goals.
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5.2 T yp es and Constan ts

The B Method uses�rst-order logic basedon setsand set membership. Any type information
is therefore also conveyed in terms of set membership. In order to de�ne a systeminside this
methodology, we must �rst de�ne abstract sets of things inside it. B supplies built-in sets
such as NAT (all natural numbers, N) and NAT1 (N1 = N � f 0g). Library machines provide
other setssuch as INTEGER and BOOL = f FALSE, TRUEg.

Setsmay bede�ned abstract (a set with additional, optional, propertiesapplied in the PROP-
ERTIES clause)or enumerated (all membersand the cardinality are de�ned immediately e.g.
BOOL in the previous paragraph). Enumerated sets are used similarly to enumerations in
programming languagessuch as C.

In addition to type information, all systemsmanagea �nite set of resources. By de�ning
abstract setsof things (such asthread numbers) and restricting their cardinality, we implicitly
de�ne an upper limit on the number of such things in the system. B later asksus to prove
theselimits are not exceeded.

5.2.1 Mac hine KernelInformation

In L4, a structure called a Kernel Information Page(KIP) contains all the constant valuesin
the system(how many interrupts, �rst id of a user thread, etc.)

This machine servesa similar purpose,but we are concernedwith limiting three main aspects
of the kernel, the:

� number of threads in the system (kMaxThreads)

� number of addressspacesin the system(kMaxAddressSpaces)

� number of threads in an addressspace(kMaxThreadsPerSpace)

These three constants are listed in the CONSTANTS part of the machine, and have the
following properties:

PR OPER TIES

kMaxThreads 2 N1 ^

3 � kMaxThreads ^

kMaxThreadsPerSpace 2 N1 ^

kMaxAddressSpaces 2 N1 ^

3 � kMaxAddressSpaces

All three are de�ned to be non-zero. Each thread must have an addressspace;an address
spacecan only be created by also creating a thread [13, section 2.4]. There are three address
spacesinitially in the system: the sigma0space,the root server spaceand the kernel space.
The minimum number of addressspacesis therefore 3, and the samegoes for threads. The
maximums must hencebe at least 3 also.
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5.2.2 Mac hine AddressSpaceCtx

In order to talk about addressspaceswithin the model, further context is de�ned. This ma-
chine SEESall the constants and setsin KernelInformation (see5.2.1). The SEESrelationship
allows only this.

The abstract set of all possibleaddressspaces(think of them as pointers to addressspace
structures) is de�ned and restricted to the maximum number of addressspacesin the system:

SETS

ADDRESS SPACE

PR OPER TIES

card ( ADDRESS SPACE ) = kMaxAddressSpaces ^

kRootServerSpace 2 ADDRESS SPACE ^

kSigma0Space 2 ADDRESS SPACE ^

kKernelSpace 2 ADDRESS SPACE ^

kRootServerSpace 6= kSigma0Space ^

kSigma0Space 6= kKernelSpace ^

kRootServerSpace 6= kKernelSpace

In the above, three new distinct constants are de�ned. Their function is to reserve three
arbitrary members of ADDRESS SPACE for the three core addressspaces:

� kSigma0Spaceto hold sigma0

� kRootServerSpaceto hold the root server

� kKernelSpaceto hold the interrupt threads

Note that sigma1, which is also given its own addressspacein the kernel, is not listed here.
That is becauseit is a persistenceextensionto L4 (and thus is outside the scopeof this model),
is unimplemented in the sourcecode version my model is basedon [5], and discussionswith
L4 personnelindicate that it is not a core feature of the kernel and should be disregardedat
this stage.

These addressspacesare privileged, and a DEFINITIONS clause is used to de�ne a useful
macro for testing whether an addressspaceis one of these:

DEFINITIONS

dIsPrivilegedSpace ( s ) b= s 2 f kSigma0Space , kRootServerSpace ,

kKernelSpace g

A de�nition in B is a direct rewrite in the pre-processingstage. Note that the single letter `s'
is a joker and represents any B expression.All single-letter tokensare jokers in B.
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Figure 5.2: A very simpli�ed diagram of possiblestate transitions.

If you are looking for a de�nition or DEFINITIONS clausein the marked-up version of the
speci�cation and cannot �nd it, pleasenote that the mark-up systemin the B Toolkit places
them at the end of machines, not at the beginning as one might expect.

5.2.3 Mac hine ThreadStateCtx

This machine de�nes an enumerated set (THREAD STATE) of simpli�ed states that threads
can experiencein L4:

� tsAborted | the thread exists, but has not beeninitialised

� tsRunning | the thread has beeninitialised and if scheduled, can run

� tsPolling | thread is waiting on an IPC sendto another thread

� tsWaitingTimeout | thread is waiting for incoming IPCs from one or more threads,
with a �nite time-out

� tsWaitingForever | as above, but the time-out is in�nite

Figure 5.2 presents the possibletransitions between thesestates. A more complete diagram
can be found on page62.

Thesestates di�er from the onesin the L4 implementation in following ways:

� Multipro cessing-relatedstates (e.g. xcpu waiting deltcb) are missing (my model is too
abstract to model multiple-CPU interaction);
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� Locked statesare missing(e.g. locked running) asthey are alsoprimarily multiple-CPU
related;

� The halted state is missing. After discussingthis with other individuals involved with
L4, this state is better modelled by a 
ag. As de�ned in [13, section 2.3], halting a
thread prevents it from executing in user mode, but ongoing IPC is not a�e cted. One
understanding of this is that it simply prevents the thread from being scheduled. Fur-
thermore, the ExchangeRegisterssystem call needsto resumehalted threads, creating
the need for another (saved) thread state. This can still be re�ned in if necessary, but
makes for a simpler model;

� The aborted state has a slightly di�eren t meaning than in the L4 implementation [5,
thread.cc]. In L4, all kernel thread control blocks are pre allocated and their initial state
is aborted. When a thread getscreated inactive, the state remains aborted. The actual
existenceof a thread is de�ned as the thread having beenassignedto an addressspace.
Deleting a thread involvesdeleting this assignment. In my model, the non-existenceof
a thread is marked by its absencefrom the set of existing threads, so the threads do not
have any actual state. Once the thread is created inactive, the two viewpoints merge.

5.2.4 Mac hine ThreadCtx

ThreadCtx de�nes the context of threadsexcluding thread identi�ers (see5.2.5ThreadIdCtx).

Two more de�nitions are added:

DEFINITIONS

canSend ( t ) b= thread state ( t ) 2 f tsRunning , tsPolling g ;
canReceive ( t ) b= thread state ( t ) 2 f tsWaitingTimeout , tsWaitingForever g

Thesedemonstrate de�nitions in B are purely syntactic, sincethread state is only de�ned in
Thread (5.4.1) which this machine doesnot see.

To sendan IPC, a thread must either be running (it invokes the IPC) or polling (the kernel
invokes the IPC on behalf of the thread). To receive one, it must be waiting.

The machine de�nes a set TCB restricted to kMaxThreads (see5.2.1), which represents all
possiblethreads creatable the system. I have chosenthis name due to its similarit y to the
pre allocated Kernel Thread Control Blocks in the system. The two constants kSigma0 and
kRootServer reserve two distinct membersof TCB for sigma0and the root server respectively.

Additionally , the constant kIntThreads reserve a subset of TCB for interrupt threads as
follows:

kIntThr eads � TCB ^

kIntThr eads 6= fg ^

card ( kIntThr eads ) � kMaxThreadsPerSpace ^

kSigma0 62kIntThr eads ^

kRootServer 62kIntThr eads
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kIntThreads is a proper subset of TCB, of which kRootServer and kSigma0 are not mem-
bers. Since interrupt threads go in the kernel addressspace,there must not be more than
kMaxThreadsPerSpaceof them. There must be at least one interrupt thread in the system.

The set EXREGS FLA GS de�nes the various options that can be passedinto the Exchang-
eRegisterssystemcall [13, section2.3]: ex h represents h, ex R represents R and so on for all
the 
ags: hpu�sSRH. These will be covered in detail as the design of ExchangeRegistersis
incrementally revealed.

5.2.5 Mac hine ThreadIdCtx

Now that the thread context is de�ned, thread identi�ers, the user'sview of threads, needto
be addressed.

The set THREAD GNO represents all possible global thread identi�ers. The constants
kAnyGNo and kNilGNo represent anythread and nilthr ead respectively. There must beenough
thread numbers for all threads plus two for the aforementioned constants, making the set car-
dinalit y kM axT hr eads+ 2.

Local thread identi�ers are a performanceenhancement. In L4, the local thread id of a thread
is literally an o�set into the array of user TCBs in the current addressspace. This makes
working with threads in the sameaddressspacemuch faster, and allows a further optimisation
to IPC called Local IPC (LIPC). Sincemy goal was to create as simple and high-level model
of the system as I could, this and other optimisations were removed.

Thread versions,on the other hand, are another performanceenhancement, this time to do
with thread renaming. An exampleof how this is useful:

1. Thread A is created and activated, with thread B as its scheduler;

2. B is deleted,but A's scheduler is not updated, since�nding all threads B wasscheduling
would be slow;

3. Thread C is created, and gets the samekernel TCB as B had (which in L4 also means
the samethread no. in the global thread ID). This processis very e�cien t and does
not actually allocate anything new. If the version �eld is not incremented, then C can
function asA's scheduler, which is undesirable. Thread versionsallow this fast renaming
to work, but the kernel does not do this automatically.

The above shows why at the abstract speci�cation level, versions and thread numbers can
easily be made into one set, which I have chosen to call GLOBAL TNO. Versions can be
added during further re�nement.

5.2.6 Mac hine TimeoutCtx

While in the L4 implementation time-outs have actual values, in an abstract speci�cation
the exactnessof these values do not have much of an e�ect. The enumerated set TIME-
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OUT therefore contains only three values: eZeroTimeout, eFiniteTimout , eIn�niteTime out.
Re�nement to exact valuesis possible.

The e�ect of this is essentially IPC:

� eZeroTimeout requestsan action be taken (or it will fail) immediately

� eFiniteTimeout meansthat the thread will wait or poll for sometime until timed out
by the kernel, or cancelledby another thread

� eIn�niteTimeout indicates that unless the operation is cancelled, the wait will go on
inde�nitely

Three de�nitions are added: isFinite, isIn�nite, isNoTimeout testing for eFiniteTimeout, eIn-
�niteTimeout and eZeroTimeout. This is to prevent relating to thosemembersof TIMEOUT
directly, in casethe valueswill be changedfrom abstract to exact at somepoint in the future;
such a changewould require only modi�cation of the de�nitions.

5.2.7 Mac hine FpageCtx

This machine is only usedat the top level to passin Fpageparameters. Sincemy model does
not contain memory management, the implications of this machine are not far-reaching.

Nonetheless,the machine de�nes read, write and executepermissionsin an enumerated set
PERMS, and then usesde�nitions to describe Fpagesand their aspects:

dFpage ( b , s , p ) b= b , s , p ;
dFpagePerms b= prj2 ( N � N , P ( PERMS ) ) ;
dFpageBase( f ) b= prj1 ( N , N ) ( prj1 ( N � N , P ( PERMS ) ) ( f ) ) ;
dFpageSize( f ) b= prj2 ( N , N ) ( prj1 ( N � N , P ( PERMS ) ) ( f ) ) ;
dIsFpage ( f ) b= bool ( f 2 N � N � P ( PERMS ) ) ;
FPAGE b= N � N � P ( PERMS )

FPAGE is just a Cartesian product of two natural numbersand a set of permissions(a subset
of PERMS). dIsFpagechecks for this, and dFpageconstructs an Fpageout of a base,sizeand
set of permissions.

In order to retrieve individual aspects of Fpages, projections are used. A projection is a
function that, given two parameter types, will take a member of the Cartesian product of
those types(a pair), and return the left or right member of the pair.

Thus dFpagePermsis a projection (prj2) returning the secondelement of the pair whose�rst
element is of type N � N and secondis a subsetof PERMS.

To retrieve the base,�rst the (base,size) pair is retrieved using prj1, then prj1 is usedagain
to retrieve the base. If the secondstep is prj2, the size is retrieved.
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5.2.8 Mac hine ErrorCtx

The enumerated set ERROR lists all the possibleerrors returned to the thread in the API
model. Thesewill be explained in detail later.

Also, the de�nition dIpcFailures lists the failures during IPC that arebeyond the deterministic
control of the abstract model. If IPC fails non-deterministically, one of theseis the error.

5.3 Address Spaces

Once the context is set up, the �rst important aspect of L4, on which all other aspects are
based,is addressspaces.Sincemy model doesnot go into the details of memory management,
a simple model of which spacesareusedby the systemand which of thosehave beeninitialised
su�ces.

5.3.1 Mac hine AddressSpace

The machine SEES KernelInformation (see 5.2.1) and AddressSpaceCtx(see 5.2.2) which
imports their abstract setsand constants. It needsto SEE both sinceSEESis not transitive.

Next, two variables are introduced:

� spaces represents the addressspacesthat have beencreated

� initialised spaces represents those addressspacesthat are created and initialised

In varian t

Their relationship is de�ned in the INVARIANT clause(see3):

INV ARIANT

spaces � ADDRESS SPACE ^

initialised spaces � spaces

There cannot be more addressspacescreated in the system than the system can hold, nor
can more be initialised than have beencreated. Being initialised automatically implies being
created.

Think of it asa total pool of pointers to addressspacestructures being exhaustedas they are
created, and initialised spaces being an attribute of the structure.

Initialisation

Every variable in B must be initialised in a manner that establishesthe invariant. Sincethis is
is an abstract model of the functioning of L4, onewould expect the variables to be initialised
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to what the root task setsthem to be beforegiving over control to L4.

In AddressSpace (see5.3.1)three addressspaceswerereserved: kSigma0Space,kRootServerSpace,
kKernelSpace.Theseare the spacescreated and initialised by the root task on start up. We
will do the same:

INITIALISA TION spaces := f kSigma0Space , kRootServerSpace , kKernelSpace g k

initialised spaces := f kSigma0Space , kRootServerSpace , kKernelSpace g

Note the parallel composition ( k ) operator, which is the only way to composeoperations
at the top speci�cation (machine) level in B. This contrasts with the sequential composition
of ordinary programming languages.

Op erations

Next we de�ne the operations that modify the state (variables) of this machine in the OP-
ERATIONS (see3) clause.

Sincethe operations are designedin such a way that satisfying their preconditions guarantees
success,they do not return any values(this is not always the case;more on this later).

The three operations we will have to perform are: creating an addressspace,initialising it and
deleting it. Given my current understanding of L4 and the referencemanual [13, section 4.3:
SpaceContr ol ], oncean addressspaceis initialised it cannot be uninitialised. SpaceControl
forcesthe UtcbArea and KernelInterfacePageAreato be valid for the call to succeed.Having
thesetwo areasset to valid valuesconstitutes initialisation. To invalidate them would require
passinginvalid parameters to SpaceControl, which will fail. Ergo, no uninitialisation.

Sincetheseare the �rst operations described in this document, let us look at them in detail.

CreateAddressSpace ( space ) b=

PRE space 2 ADDRESS SPACE � spaces THEN

spaces := spaces [ f space g

END

To guarantee the successof this operation, the addressspaceidenti�er passedin must be one
of those not yet created. This becomesthe precondition (see3). In L4's case,addressspace
identi�ers are just pointers to addressspacestructures and in any case,not visible at the user
level.

Once the precondition is satis�ed, the new identi�er is added to the set of created address
spaces.

Note that for operations, b= is not purely syntactic as is the casefor de�nitions.

InitialiseAddressSpace ( space ) b=
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PRE space 2 spaces THEN

initialised spaces := initialised spaces [ f space g

END

If the spaceidenti�er passedin is one of those already created, the operation succeedsand
the identi�er is added to the set of initialised addressspaces.

DeleteAddressSpace ( space ) b=

PRE space 2 spaces ^ : ( dIsPrivilegedSpace ( space ) ) THEN

spaces := spaces � f space g k

initialised spaces := initialised spaces � f space g

END

Here we seea more interesting use of a precondition. To satisfy the invariant, it su�ces
that any member of ADDRESS SPACE be passedin. For the operation to make sense,
however, extra meaningis added. We would like B to (via proof obligations) forceus to prove
any invocation of the operation is on an existing addressspace(otherwise the invocation is
super
uous).

Additionally , L4 doesnot allow deletion of privileged threads on the basisof them belonging
to privileged addressspaces[5, SYS THREAD CONTROL in thread.cc]. Clearly, requiring
that space not be a privileged spaceas precondition to DeleteAddressSpaceforces the same
behaviour as in the implementation, sincein de�ning DeleteThread we will be asked to prove
we are not deleting a privileged addressspace.

5.4 Threads

Threads are an extremely important component in L4; they are the ones communicating,
using systemresources,and invoking the kernel's system calls.

Nearly all relationships in the systeminvolve threads, making distribution of the thread model
throughout more than one machine a di�cult task. Eventually, the thread functionalit y was
divided into three machines:

� Thread contains all aspectsof threads not directly related to IPC (such asstate, pagers,
schedulers,etc.)

� IpcCore contains the placeholder for an operation copying onethread's virtual registers
onto another

� IpcBase contains purely IPC-related aspectsof threads, such aswhich thread is waiting
on another.

Since everything in the kernel is extremely intertwined, and B imposesa layered approach,
some of this distribution ended up more complex than would be expected from a greatly
simpli�ed speci�cation.
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5.4.1 Mac hine Thread

Sincethe reader is now familiar with the main sectionsin a B machine, each variable involved
in a machine will from this point on be described one-by-one, followed by a description of its
link to previously introduced variables as described in the invariant. New sectionswill still
be explained as they arise.

The Thread machine modelsall non-IPC related functionalit y of threads (including that which
enablesIPC functionalit y of course).

A very interesting abstraction that this machine provides is the lack of a single executing
thread or any mention of individual processors. There are two ways of looking at this ab-
straction, again relating to kernel vs. thread points of view (see5.1 on page24):

1. All threads with a running state are executing simultaneously on a magical machine
with one processorper thread;

2. From each thread's perspective, the notion of being suspendedwhile another thread is
running is not immediately noticeable, so each thread can believe it is executing all the
time (indeed, making threads believe this successfullyis oneof the rolesof an operating
system).

Section: INCLUDES

The �rst thing to note is that the machine INCLUDES AddressSpace.That meanseverything
in the AddressSpacemachine exceptfor what it SEESis now visible at any stagein the Thread
machine. Sinceall machines must eventually be included into one, that is also the reasonfor
the rather verbosenaming conventions.

Write accessmust be done exclusively using AddressSpace'soperations. The initialisations
for the two machines are composedin parallel (in the caseof the B Toolkit; the B Book [1]
states they should be composedsequentially).

Section: PR OMOTES

This brings us to the \PR OMOTES InitialiseAddressSpace"clause. This meansthat when
Thread is included into another machine, the operation InitialiseAddressSpacewill be avail-
able in addition to all the onesde�ned in thread. INCLUDES is not transitiv e for operations.
B will ask us to prove that the invariant of the Thread machine cannot be violated by any of
the promoted operations.

Variable: threads

threads � TCB

Similarly to how spaces represents created addressspaces(see5.3.1), threads represents the
set of threads created in the system. It is bound by the size of TCB, the set of all possible
threads (see5.2.4).
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Variable: thread gno

thread gno 2 threads � GLOBAL TNO ^

kAnyGNo 62ran ( thread gno ) ^

kNilGNo 62ran ( thread gno )

The thread number is an attribute of the thread. In abstract terms, that meansit is a function
from the set of threads in the system (threads) to the set of all possible thread numbers
(GLOBAL TNO ). The function is injective (one-to-one), sinceno two threads' numbersmay
be identical. What is more, the function is total. All threads in the system must have an
identi�er.

Note: in B, we say that a function is a member of the set of all functions meeting given
constraints, hencethe membership operator (2).

The two thread numbers reserved for nilthr ead and anythread, kNilGNo and kAnyGNo (see
5.2.5) may not be in the range of this function.

Variable: halted threads

halted threads � threads

The set of all threads which are halted. With the exception of interrupt threads, this means
a thread will not enter user mode. It may be argued that interrupt threads cannot enter user
mode either due to being an abstraction of an interrupt routine, but being halted nonetheless
has a di�eren t meaning for them (it meansthe interrupt in question is enabled;more on this
when thread state is covered).

Variable: activ e threads

active threads � threads ^

kSigma0 2 active threads ^

kRootServer 2 active threads ^

kIntThr eads � active threads

As the namesuggests,active threads represents the setof all threadswhich have gonethrough
the activation procedure. For the privileged threads (sigma0, the root server and interrupt
threads), this happens on kernel start up. That is why sigma0, the root server, and all
interrupt threads are always in this set.

Variable: thread space

thread space 2 threads !! spaces ^

thread space ( kSigma0 ) = kSigma0Space ^

thread space ( kRootServer ) = kRootServerSpace ^
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thread space [ active threads ] � initialised spaces ^

thread space [ kIntThr eads ] = f kKernelSpace g ^

thread space � 1 [ f kKernelSpace g ] = kIntThr eads

This function maps all threads to addressspacesin the system. Sinceno addressspacemay
exist without a thread in it (a spacemay only be created by ThreadContr ol , which also
createsa thread inside it [13, section 2.4]), the function is surjective (denoted !! ).

The addressspacesof sigma0 and the root server are kSigma0Spaceand kRootServerSpace
respectively.

The last three statements usethe notation for relational image, which is de�ned as:

r [ S ] = f y j 9x � x 2 S ^ x 7! y 2 r g

In the caseof a function, this meansall y such that f(x) = y.

Note that the x 7! y meansthe pair (x,y), or \x maps to y".

The �rst statement declaresthat for a thread to be active it must reside in an initialised
addressspace.

The secondmeans all the interrupt threads reside in kKernelSpace, and the third that all
threads in kKernelSpace are interrupt threads (where � 1 denotesthe relational inverse).

In earlier versionsof the speci�cation, I had similar rules for the sigma0and root server address
spaces.After much discussion,this turned out to be incorrect. Strictly speaking,L4 will allow
a thread to createanother in the sameaddressspaceusing Ex changeRegisters [13, section
2.3]. Whether this is a good idea or not hasbeenleft to the implementers of privileged threads
to decide.

However, interrupt threads are only an abstraction of the underlying hardware, and cannot
actually run or have an implementation inserted from user mode. It is only becauseof this
that the above constraints hold.

Variable: thread scheduler

thread scheduler 2 threads � kIntThr eads ! TCB ^

thread scheduler ( kSigma0 ) = kRootServer ^

thread scheduler ( kRootServer ) = kRootServer

In L4, the scheduler is de�ned as part of the kernel thread control block. This meansthat all
threads will have some�eld to set. However, for interrupt threads, schedulersare meaningless
becausethey never actually run. So thread scheduler maps all threads in the system except
interrupt threads to someTCB that might or might not be in the system.

There are two issueswith this:

� Why would you permit a scheduler which doesnot exist?
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� Why not usea partial function for thread scheduler?

The answer to the �rst question is invariably: e�ciency and 
exibilit y. Why put the extra
check in? Schedulersare not that important in L4. Their name is quite deceptive, sincethey
are not involved in scheduling anything. A thread's scheduler is allowed to set that thread's
scheduling parameters,such aspriorit y. If a thread hasan invalid scheduler, theseparameters
simply remain the sameand harm comesto the kernel. If the user depends on schedulers
being valid and mistakenly sets one as invalid or deletesa thread's scheduler, the technical
term usedis \shooting oneselfin the foot". In other words, if the user usesschedulers,he or
sheshould worry about managing them.

Partial functions (as opposedto the total functions introduced so far) do not have to contain
a mapping for every member in their declareddomain. That is, if a function is declared
X 7! Y, then dom(X) � Y. I used a total function for two reasons: �rstly , it models the
situation that occurs in L4 better (i.e. threads running with invalid schedulers),and secondly
becauseit is then simpler to check a thread's scheduler (no need to check if the thread is in
the domain �rst).

The root server is initialised as the scheduler for sigma0 and itself. I believe this situation
should be maintained at all times, since otherwise the privileged threads could lose control
of the system. It is possiblethis constraint is unnecessary, however no information has been
presented to support this.

Variable: thread pager

thread pager 2 threads 7! TCB ^

kSigma0 62dom ( thread pager ) ^

8 kk . ( kk 2 kIntThr eads ^ kk 62halted threads ) thread pager ( kk ) = kk ) ^

8 kk . ( kk 2 kIntThr eads ^ kk 2 halted threads ) thread pager ( kk ) 6= kk )

In L4, the processof pagefaults (see2.3.4) is resolved via IPC. This meansa faulting thread
needsa target to `send'to (however it is the kernel which really performs the action on behalf
of the thread). This target is known as a pager.

The function is partial for two reasons:

� sigma0, being the initial system pager holding all the memory, does not have another
pager to fall back on

� until the thread is activated, the pager �eld in its TCB is meaningless(in fact, setting
a valid pager during a ThreadContr ol operation constitutes activation)

SinceEx changeRegisters [13, section 2.3] may set the pager to a thread which does not
exist, the range of the function cannot be enforced. Furthermore, a thread's pager may be
deleted,and checking for this is an time-expensive operation (similar to schedulers,see5.4.1),
making it possiblefor a thread to have an invalid pager at somepoint in time.
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Even though interrupts are abstracted as threads in the system, the abstraction is not com-
plete. This is becauseinterrupt threads:

� never run, but also never reach a running state (page 40)

� when activated, they are halted and their pager (referred to as the handler ) is set to the
thread that will handle the interrupt (interrupt handling is also implemented though
IPC)

� when inactive, their pager is set to themselves,and they are not halted

One of my initial assumptionsupon examining the L4 source[5] and documentation was that
setting a (non-interrupt) thread to be its own pager should be prevented by the kernel, since
it is easily detectable,and its results are uncertain. After much discussionwith L4 personnel,
a position was reached, which is worth noting:

� There is no good reasonfor setting a thread asits own pager,but there is alsono reason
to prevent someonefrom doing it;

� In the current implementation, an IPC will be sent to the thread's pagerwithout check-
ing for who that pager is. Since the time out for that IPC is in�nite, a send to itself
will causethe thread to be suspended inde�nitely . The usefulnessof the behaviour is
unknown, but the behaviour itself is well-de�ned.

Variable: thread state

thread state 2 threads ! THREAD STATE ^

active threads \ thread state � 1 [ f tsAborted g ] � kIntThr eads ^

tsRunning 62thread state [ kIntThr eads ] ^

All threads in the systemmust be in one of the known states.

The aborted state and a thread being active are mutually exclusive, with the exception of
interrupt threads, which do not achieve a running state under any circumstances.Sincethey
participate in IPC, they can assumewaiting and polling states,but onceIPC is resolved they
return to aborted. A probable reasonfor this is e�ciency: since the scheduler only looks for
running threads to execute, it will automatically overlook interrupt threads, at the price of
making the interrupts-as-threads abstraction lesscomplete.

See�gure 5.2 on page29 for a diagram of possiblestate transitions.

Variable: threads in space

threads in space 2 spaces ! 0 : : kMaxThreadsPerSpace ^

8 ss . ( ss 2 spaces ) card ( thread space B f ss g ) = threads in space ( ss ) )
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An abstract variable maintaining a count of the number of threads in each addressspace.
The �rst statement restricts the range of this function to be lessthan the maximum allowed
in the system(kMaxThreadsPerSpace).

The secondstatement is to make sure that threads in spacemaintains the correct value at
all times. Essentially , it states that threads in space(ss)must be equal to the cardinality of
the set of all threads in that addressspace.

For a relation r and set S, the domain restriction operator (B) is de�ned as follows:

r B S = f x 7! y j x 7! y 2 r ^ y 2 S g

Note that strictly speaking the number of threads in ss is

card ( dom(thread space B f ss g ) )

but for functions, the cardinality of their domain is equalto the cardinality of all the mappings.

Assertions

In B, proof can be made easierby re-stating someaspects of the invariant in di�eren t ways.
Thesestatements may beput into an ASSERTIONS clause,and onceproven may be assumed
to be true.

For threads, given that:

thread scheduler 2 threads � kIntThr eads ! TCB ^

we can concludethat:

thread scheduler [ kIntThr eads ] = fg

In other words, if the domain of thread scheduler does not include kIntThreads, then no
member of kIntThreads will ever yield a result in a relational image.

Initialisation

Firstly , introduce the threads that will be known to the kernel once start-up is completed.
Theseare sigma0, the root server, and interrupt threads.

threads := f kSigma0 , kRootServer g [ kIntThr eads

The threads will all be activated:

active threads := f kSigma0 , kRootServer g [ kIntThr eads

Note: L4 actually allows a processof activating interrupt threads. What this meansis that
while all kernel threads exist in the system to start with (i.e. they have kernel TCBs), they
do not have user mode TCBs (UTCBs). Possessionof a UTCB is what de�nes a thread as
active. I can only assumethat this was done to conserve resourcesby lazy allocation, which
meansthat from a top-level speci�cation's perspective, they are all created active, sincemy
model doesnot include UTCBs.

They will be in the addressspaceskSigma0Space,kRootServerSpaceand kKernelSpacere-
spectively:
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thread space := f kSigma0 7! kSigma0Space ,

kRootServer 7! kRootServerSpace g [ kIntThr eads � f kKernelSpace g

Note: the Cartesianproduct of kIntThreads and the singletonset f kKernelSpaceg is a function
mapping all the interrupt threads to that space.

Next, these threads will have thread numbers. We do not know what they are, but we do
know they must satisfy the invariant, i.e. be unique and not include anythread and nilthr ead:

thread gno :2 f kSigma0 , kRootServer g [ kIntThr eads �

GLOBAL TNO � f kNilGNo , kAnyGNo g

The :2 operator meansassignvalue to any of, meaning that if we take the set of all possible
functions whose domains are f kSigma0 , kRootServer g [ kIntThr eads and whose ranges
are GLOBAL TNO (but do not include kAnyGNo and kNilGNo), any of those functions
can be assignedto the variable on the left hand side of the operator. This is known as
non-deterministic assignment.

If we examine the invariant (page 37) we seethat any such function is satisfactory.

An operating systemsprogrammer might object to such a vagueassignment, and indeed, it
is far from the implementation. During re�nement, it would be replaced by an arbitrary
function of the implementers choosing. For an abstract model, it o�ers simplicit y.

In my model, interrupt threads start out disabled:

halted threads := fg

The decisionis arbitrary . It is possibleto include setting, say, the root server asa handler for
someinterrupts during kernel start-up, but if the root server wants to handle an interrupt it
can set itself as its handler just aseasily. In the interest of 
exibilit y, I have chosenthe latter.

Sinceinterrupt threads start out disabled, they are their own pagers. Additionally , sigma0is
the root server's pager:

thread pager := f kRootServer 7! kSigma0 g [ id ( kIntThr eads )

Note: id is the identity relation, de�ned as:

id(S) = f x 7! x j x 2 S g

The root server starts up as the scheduler for sigma0and itself [5, thread.cc]:

thread scheduler := f kSigma0 7! kRootServer , kRootServer 7! kRootServer g

The root server and sigma0 start with a running state, while interrupt threads start out as
aborted:

thread state := f kSigma0 7! tsRunning , kRootServer 7! tsRunning g

[ kIntThr eads � f tsAborted g

Finally, we set the thread counters in the respective addressspaces:

threads in space := f kSigma0Space 7! 1 , kRootServerSpace 7! 1 ,

kKernelSpace 7! card ( kIntThr eads ) g
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5.4.2 Mac hine Thread: Op erations

CreateThread

Createsan inactive thread, given a free TCB, thread number, spaceand scheduler:

CreateThread ( tcb , global tno , space , scheduler )

Let us look at what is neededto guarantee the operation succeeds,which becomesthe pre-
condition (see3).

Firstly , the supplied tcb must be a member of TCB (see5.2.4), but not already assignedto a
thread in the system(a member of threads):

tcb 2 TCB � threads

Next, the thread number global tno must not be oneusedfor a thread in the system,nor one
of the reserved identi�ers (nilthr ead or anythread):

global tno 2 GLOBAL TNO ^

global tno 62ran ( thread gno ) ^

global tno 6= kNilGNo ^

global tno 6= kAnyGNo

Since an inactive thread is being created, the only restriction placed on scheduler is that it
be a member of TCB.

The addressspacethe thread is to be created in neednot exist, but it cannot be the kernel
space(which is reserved for interrupts):

space 2 ADDRESS SPACE ^

space 6= kKernelSpace

The referencemanual [13] states that if no addressspaceis passedin to ThreadContr ol
for a creation operation, a new addressspaceis created. The CreateThread operation takes
this into account by creating a new addressspaceif the one passedin is not known to the
system. If the addressspaceis known to the system, then the total number of threads in it
must be lessthan the allowable maximum, or adding a new thread will exceedit:

( space 2 spaces ) threads in space ( space ) < kMaxThreadsPerSpace )

Given theseproperties, ThreadControl is guaranteed to succeedin this model. Let us look at
what this operation does. Note that while I might imply a sequential processby going over
the statements oneby one, the mode of composition in a top-level speci�cation is parallel (see
3).

If the addressspacesupplied is one of those in the system, increment the thread counter
(page 40). If it is not, create a new, uninitialised addressspace(page 34) and set the thread
counter to one:

IF space 62spaces THEN
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CreateAddressSpace ( space ) k

threads in space ( space ) := 1

ELSE

threads in space ( space ) := threads in space ( space ) + 1

END

Simultaneously, add tcb to the set of threads in the system(page 36), set its thread number,
addressspace,scheduler, and state (aborted, sincethe thread will be inactive):

threads := threads [ f tcb g k

thread gno ( tcb ) := global tno k

thread space ( tcb ) := space k

thread scheduler ( tcb ) := scheduler

(Note: k is the parallel composition operator)

In the description of following operations, trivial preconditions to do with type safety (such
as tcb 2 TCB) will be omitted unlessnot obvious.

Activ ateThread

In order for a thread to be able to do anything in the system, it must �rst be activated. This
can be done as part of creation (page 45), or as an Activ ateThread operation on an inactive
thread:

Activ ateThread ( tcb , space , pager , scheduler )

tcb must be an existing but inactive thread:

tcb 2 threads ^ tcb 62active threads

The pagermust be an existing thread and the scheduler must exist and be running when the
thread starts executing [13, section 2.4]:

pager 2 threads ^

scheduler 2 active threads

Since thread activation is a part of ThreadContr ol , the possibility of the thread being
migrated while being activated exists. As for CreateThread above, we must make sure that
the thread �ts into the new space:

space 2 initialised spaces ^

( space 6= thread space ( tcb ) )

threads in space ( space ) < kMaxThreadsPerSpace )

The operation itself updates the pager and the scheduler, adds tcb to active threads, sets its
state to tsWaitingForever, and migrates the thread if necessary.

In L4, a thread will begin waiting for an IPC from its pager straight after activation. This
is why its state begins as waiting forever. The IPC component will be initialised in Acti-
vateThread2 (see5.5.3).

The actual migration is performed as follows:
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IF space 6= thread space ( tcb ) THEN

thread space ( tcb ) := space k

threads in space := threads in space <+ f space 7! threads in space ( space ) + 1 ,

thread space ( tcb ) 7! threads in space ( thread space ( tcb ) ) � 1 g

END

If the designatedspaceis not the sameas the spacethe thread is currently in, it is assigned
to the new space.

The thread counters for the two addressspaces(current and target) are updated using right
overriding (denoted <+ ). The exact de�nition is:

r1 <+ r2 = r2 [ ( dom(r1) �C r2 )

The de�nition usesanother of B's operators, domain subtraction (�C), de�ned as:

S �C r = f x 7! y j x 7! y 2 r ^ x =2 S g

In other words:

threads in space := threads in space <+ f space 7! threads in space ( space ) + 1 ,

thread space ( tcb ) 7! threads in space ( thread space ( tcb ) ) � 1 g

has the samee�ect as:

threads in space ( space ) := threads in space ( space ) + 1 ;

threads in space ( thread space ( tcb ) ) := threads in space ( thread space ( tcb ) ) � 1

Note that this cannot actually be written at the top-level speci�cation sinceit usessequential
composition. Parallel composition does not allow the samevariable to appear twice on the
left hand side of an expression.

CreateActiv eThread

CreateActiveThread is a merger of CreateThread and Activ ateThread, the only di�erence
being that migrating the thread is not possibleas it doesnot exist yet.

DeleteThread

The preconditions to successfulthread deletion are that the thread exist and that it is not in
one of the privileged spaces(kSigma0Space,kRootServerSpace,kKernelSpace).

The thread is then removed from the set of known, active, and halted threads.

Domain subtraction (see page 45) is used to remove the thread from the domains of all
thread-basedfunctions in the machine:

thread space := f tcb g �C thread space k

thread state := f tcb g �C thread state k

thread pager := f tcb g �C thread pager k

thread scheduler := f tcb g �C thread scheduler k

thread gno := f tcb g �C thread gno
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Furthermore, if the thread is the only one left in the addressspace, the addressspace is
deleted, otherwise the thread counter is decremented:

IF f tcb g = thread space � 1 [ f thread space ( tcb ) g ] THEN

DeleteAddressSpace ( thread space ( tcb ) ) k

threads in space := f thread space ( tcb ) g �C threads in space

ELSE

threads in space ( thread space ( tcb ) ) := threads in space ( thread space ( tcb ) ) � 1

END

SetScheduler

For ThreadContr ol , modifying the thread's scheduler is one of the possibletasks.

This operation is trivial, assumingonly that the thread and the scheduler exist, and updating
the thread's scheduler.

Migrate

This operation performs the exact sametask as the migration in Activ ateThread (page 44).

As the explanation progressesit becomesobvious that there are entire blocks of statements
being repeatedthroughout. Indeed, the next operation (MigrateAndSetScheduler) makesthis
quite clear.

During the development of the speci�cation, a certain feature of the B Method in its current
state causeda great deal of problems and excesscomplexity: two operations from the same
level cannot be invoked in parallel even if their statementsare not related! This meansthat
Migrate and SetScheduler cannot be called in parallel and need a separateoperation which
combines the two.

One solution to this is to defer any speci�c actions to re�ned machines as opposedto a top-
level speci�cation, then use sequential composition in the re�nements. The problem with
this is that the resulting top-level machines cannot be animated (see1.5) in any meaningful
manner, making veri�cation of correctness much more di�cult and detracting from using the
speci�cation as a learning tool.

MigrateAndSetSc heduler

As mentioned in the previous section, this is an exact merger of Migrate and SetScheduler.
The preconditions are combined using `̂ ', and the statements of the two operations are
composedin parallel.
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SetState

As the namesuggests,this setsthe state state for the thread tcb. The preconditions are quite
strong, to prevent the aborted state from being involved:

� tcb 62kIntThr eads (since interrupt threads have their own meaningsfor states);

� state 6= tsAborted ; transitioning to an aborted state would mean that the thread was
somehow being deactivated. L4 doesnot provide any functionalit y to do this;

� tcb 2 active threads ; we do not want to arti�cially activate the thread, that's what
Activ ateThread was intended for

Activ ateIn terrupt and Deactiv ateIn terrupt

In L4, activating an interrupt thread is done by making it halted and setting its pager to a
value other than itself. To deactivate it, the pager is set to itself and halting is reset.

In retrospect, the concept of activation for interrupt threads in my model is slightly mis-
named,sincethey are always part of active threads. Think of them as enabling and disabling
interrupts.

Both operations assumethat the thread passedin (tcb) is an interrupt thread. DeactivateIn-
terrupt takesno further parameters(not necessary).Activ ateInterrupt requiresthat a thread
designatedto be the interrupt's handler is supplied, which is set to be the interrupt thread's
pager (seepage39 for details).

UnW ait

Activ e threads participate in IPC. This meansthey may assumestates involving waiting for
an event (incoming IPC, delivery of outgoing IPC, or a time out). When this event occurs,
they return to whatever state is appropriate for them. For normal threads, this is running,
but for interrupt threads, this is aborted (page 39).

The operation assumesthat the thread (tcb) is an existing one.

It is carried out as follows:

SELECT tcb 2 active threads ^ tcb 62kIntThr eads THEN

thread state ( tcb ) := tsRunning

WHEN tcb 2 active threads ^ tcb 2 kIntThr eads THEN

thread state ( tcb ) := tsAborted

ELSE

thread state ( tcb ) := tsAborted

END

The SELECT statement in B is similar in structure to a if-elseif-elseconstruct in programming
languages,except that the testing order is non-deterministic. Only one of the caseswill be
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acted out: either any casewhere the condition matches,or the else casewhen none of them
do.

When the casesare mutually exclusive and the order is not important, such as is the case
here, they may be usedas a simpler to read version of nested if-then-else-end blocks. They
will becomemore important when evaluating error conditions in API-level machines.

W akeUpAndW ait

When a running thread attempts to send an IPC to another thread, one of three things
happen:

� the other thread is not waiting: the running thread polls | useSetThreadState (page
47)

� the other thread is waiting, no receive phaseis included: the IPC occurs, the remote
thread is woken | useUnWait (page 47)

� asabove, but a non-trivial receive phaseis included: the IPC occurs, the remote thread
is woken, but the current thread starts waiting | useWakeUpAndWait

The operation takes three parameters: running thread (the one sending the IPC), wait-
ing thread, and wait state (speci�es what kind of waiting the sendingthread is to perform).

For this operation to succeed:

running tcb 2 active threads ^

waiting tcb 2 active threads ^

isWaiting ( wait state ) ^

isRunning ( thread state ( running tcb ) ) ^

isWaiting ( thread state ( waiting tcb ) )

Both threads must be active, the �rst must be running (isRunning tests for equality with
tsRunning), the secondmust be waiting (tsWaitingForever or tsWaitingTimeout), and the
wait state must really be a waiting state (also tsWaitingForever or tsWaitingTimeout).

The operation overrides (seepage45) thread state with two mappings:

� running tcb 7! wait state

� for normal waiting threads: waiting tcb 7! tsRunning
for interrupt threads: waiting tcb 7! tsAborted (seepage47)

ThreadExc hangeRegisters

This operation comprisesthe thread-only functionalit y contained in the successpath of Ex-
changeRegisters [13, section 2.3]:
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ThreadExc hangeRegisters ( tcb , control , pager , unwait )

The parametersare as follows:

tcb | the thread to act on

control | a subsetof EXREGS FLA GS, representing the set of actions the operation is to
take (see5.2.4)

pager | the pager to set the thread's pager to, if indicated by control

unwait | a Boolean value indicating whether the target thread should be woken (exactly
like the UnWait operation); this is to correctly set the thread state if the IPC-level IpcBase-
ExchangeRegisters(seepage61) cancelsthe IPC waiting or polling.

Sincethe model contains no speci�cation of TCRs at the thread level, the operation doesnot
take an equivalent of the UserDe�nedHandle parameter. Since there is also no speci�cation
of user-level registerssaved in the kernel, IP, SP and FLA GS are not passedin.

Preconditions are as follows:

tcb 2 threads ^ control � EXREGS FLA GS ^ pager 2 TCB ^

tcb 62kIntThr eads ^ unwait 2 BOOL

The operation can only work on threads known to the system. Since we are not dealing
with the thread that invoked the Ex changeRegisters systemcall at this stage,we want to
make sure that an interrupt thread is never the target. This is becauseinterrupt threads are
abstractions only and cannot invoke system calls, and Ex changeRegisters requires that
both threads be in the sameaddressspace.

The pagercanbeany TCB; no checking is performedasoutlined in [5]. The unwait parameter
is a member of BOOL, which is either TRUE or FALSE.

The operation is constructed using three IF statements in parallel, corresponding to:

� setting the pager (if ex p 2 control)

� halting/resuming the thread (if ex h 2 control) | add the thread to halted threads if
(ex H 2 control), remove it otherwise

� resetting any waiting (if unwait == TRUE), only slightly di�eren t from UnWait in that
we know the thread is not an interrupt thread, sets the state to running if the thread
is active and aborted when it is not

DualW akeUp

Threads are not the only causeof IPC happening. When an IPC cannot be resolved imme-
diately, the situation may arise that two threads, one polling on the secondand the second
waiting on the �rst, might be inside the system. It is then up to the scheduler to causethe
IPC to happen. When it does,both threads needto be woken up and resumerunning. This
is also true if the IPC fails.
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Two threads are passedas arguments: polling thread (which must be polling) and wait-
ing thread (which must be waiting timeout or waiting forever).

Since the same variable cannot occur twice on the left hand side of an assignment during
parallel composition and the threads might be interrupt threads, a select covering the four
possible casesis used, overriding thread state with running for non-interrupt threads and
aborted for interrupt threads.

5.5 IPC

5.5.1 Mac hine Ip cCore

This machine EXTENDS the Thread machine, meaning it INCLUDES (see 3) it and also
PROMOTES all operations.

A new de�nition is added for whether a thread can invoke the IPC systemcall (for interrupt
threads, this meanswhether the kernel can perform the IPC on behalf of the thread):

canIPC ( t ) b=

t 2 active threads ^

( t 2 kIntThr eads ) t 2 halted threads ) ^

( t 62kIntThr eads ) thread state ( t ) = tsRunning ^ t 62halted threads )

The thread must be active, running and not halted (except for interrupt threads, which must
be halted to be enabled).

The IpcCore machine doesnot seemvery useful, seeingas it has no state and contains only
a single operation (PerformIpc), which does nothing (denoted skip in B). This is because
the IpcCore operation represents the transfer of information contained in MessageRegisters
(MRs) from the sendingto the receiving thread, but MRs do not exist in the current version
of my speci�cation. Re�nement can add these and extend the IpcCore machine to do more
(since anything re�nes skip, any functionalit y that preservesthe invariant is permitted).

The decisionto leave out MRs is due to them being a too large step to include in a top-level
speci�cation. When an IPC is performed, MRs do not merely get transferred, but can also
perform grants and maps (see2.5.1). Such functionalit y requires someconcept of iteration
over the MRs, which cannot be done in any readable manner (if at all) in a speci�cation
restricted to parallel composition. In re�nement, sequential composition is permitted and an
elegant manner with which to do this may be devised. Unfortunately, due to time constrains
re�nement was not an option.

Non-deterministic granting and mapping inside this operation could handle the possibility,
but would not give it any meaning.

5.5.2 Mac hine Ip cBase

This machine is the basis for all state transitions during IPC. It INCLUDES IpcCore and so
builds on all machines described so far.
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It does not promote any operations, however, even though there are operations which have
nothing at all to do with IPC (such as InitialiseAddressSpace). This is due to the IPC
operations being non-deterministic (i.e. there are situations which might cause it to fail
which are not contained in this speci�cation), which meansthat the �rst possibility of failure
is in this machine (previous operations always succeededgiven the preconditions). The error
condition is stored in the Error Thread Control Register,which meanssomeform of this TCR
had to be speci�ed in this machine.

Unfortunately, the inabilit y to perform two operations from the same machine in parallel
made every promoted operation forever unable to clear the Error TCR. This means local
versionswhich only add that functionalit y shadow all operations which might normally be
promoted.

The machine itself usesinformation on which thread is waiting/p olling for which other thread
to check when to allow the IPC to occur, and handles invoking the proper state-transition
operations from Thread in thesecases.It also invokes them when IPC fails.

A description of the variables and invariant follows.

Variable: thread ip c waiting for

In L4, threads which are in a waiting state must be waiting for a speci�c thread number,
or anythread. They cannot wait for nilthr ead. If a thread wants to make sure the waiting
operation times out, it should wait for itself [13, section 5.6]:

thread ipc waiting for 2 active threads 7! GLOBAL TNO ^

kNilGNo 62ran ( thread ipc waiting for )

Only active threads may participate in ipc, but they may wait for any thread number. The
referencemanual statesthat if the partner doesnot exist, the IPC operation will fail. However,
the thread might exist when IPC is invoked, but be deleted before IPC completes,which is
why thread ipc waiting for cannot have active threads, or even threads asits permitted range.

Variable: thread ip c waiting timeout

The function has an identical range to thread ipc waiting for, but speci�es information on
the timeout for waiting functions:

thread ipc waiting timeout 2 active threads 7! TIMEOUT ^

eZeroTimeout 62ran ( thread ipc waiting timeout ) ^

dom ( thread ipc waiting timeout ) = dom( thread ipc waiting for ) ^

dom ( thread ipc waiting timeout ) = thread state � 1 [ f tsWaitingTimeout ,

tsWaitingForever g ]

All the threads in the domain of this variable must either be waiting with a timeout, or
waiting forever. No thread with that state must be absent, and no thread that is present may
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have a di�eren t state. Since the domain is the sameas that for thread ipc waiting for, the
constraint applies there as well.

Zero-timeout not be permitted, sincethosecalls can be resolved immediately without forcing
the thread to wait.

Variables: thread ip c polling on and thread ip c polling timeout

The �rst function keepstrack of which thread a tread is polling on. However, despite the
fact the thread it is polling on can be deleted, its range is a subsetof threads, and not TCB.
This is due to the target thread maintaining a list of threads polling on it, which is opposite
to the way waiting works. When a thread gets deleted, its incoming queueis unwound. The
implementation sourcecode I am basing my speci�cation on [5] further states:

// what do we do with theseguys?

I have opted to do nothing and have the Ipc time out:

thread ipc polling on 2 active threads 7! threads ^

thread ipc polling timeout 2 active threads 7! TIMEOUT ^

dom ( thread ipc polling timeout ) = thread state � 1 [ f tsPolling g ] ^

eZeroTimeout 62ran ( thread ipc polling timeout ) ^

dom ( thread ipc polling on ) � dom ( thread ipc polling timeout )

For this reason, there can be somethreads in a polling state which are not actually polling
for any thread.

The secondfunction (thread ipc polling timeout) keepstrack of the time-outs for currently
polling threads. All polling threads must have a timeout, even if the thread they are polling
on was deleted, otherwise they will never return to running.

Once more, the zero-timeout is not permitted, since it can be resolved immediately.

Variables: thread recv waiting for and thread recv waiting timeout

These are the future versionsof thread ipc waiting for and thread ipc waiting timeout, for
polling threads with a receive phase. When the sendphaseof IPC succeeds,a receive phase
is performed if one was requested.Thesevariables hold those states until that point.

They are very similar to the thread ipc waiting variables, but:

dom ( thread recv waiting for ) � dom ( thread ipc polling timeout ) ^

dom ( thread recv waiting timeout ) \ dom ( thread ipc waiting timeout ) = fg

Not all polling threads will have a receive phase,and no thread must have an entry in both
the future and present waiting variables.
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Variable: thread incoming

For any thread, the set of threads polling on it is the relational inverseof itself on
thread ipc polling on:

thread incoming 2 active threads ! P ( threads ) ^

8 tt . ( tt 2 active threads ) thread incoming ( tt ) =

thread ipc polling on � 1 [ f tt g ] )

Note: P has the samemeaning as the standard notation for power set.

This variable is very helpful when it comesto modelling the details of IPC, sinceit enablesa
much simpler model of incoming thread numbersto bederived (which makesproof obligations
simpler, which in turn makes it easierto �nd inconsistencies).

Variable: thread incoming gnos

The aforementioned model of incoming thread numbers makes checking whether or not an
acceptablethread for receiving is polling much easier.

Pleasenote that not all variables have to make it through re�nement. This is especially true
here,sinceL4 doesnot actually store the thread numbersof threads polling on another thread
separately, but it makesthe model conceptually simpler.

8 tt . ( tt 2 active threads ) thread incoming gnos ( tt ) =

thread gno [ thread incoming ( tt ) ] )

The incoming thread numbers for a thread are just the thread number function (thread gno)
applied to all incoming threads.

Variable: thread error

The very simple concept of each thread having someerror condition which resulted from a
previous operation:

thread error 2 active threads ! ERROR

For inactive threads (which cannot execute), the mapping has no meaning and so does not
exist. Note that thread error is not the sameas the Error TCR [13], sinceERROR contains
eNoError, a condition to signify success.

In L4, successdoesnot modify the Error TCR, sinceby convention it is irrelevant if the system
call returned successfully. However, the success
ag is contained in a register (registersare not
speci�ed in my model). This meansa re�nement of the conceptof errors would be necessary.

Initialisation

Initially , no thread is waiting for any other thread or engagedin IPC in any way, meaningthat
all the thread ipc * variables as well as the thread recv * variables are initialised to empty
sets.
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Since the interrupt threads, sigma0 and the root server exist on start up, we want their
incoming sets to be present, but empty:

thread incoming :2 f kSigma0 , kRootServer g [ kIntThr eads ! f fg g k

thread incoming gnos :2 f kSigma0 , kRootServer g [ kIntThr eads ! f fg g

Any function mapping those threads to the the empty set (there is only one) will satisfy that
requirement.

As for the error condition, all existing threads (the sameonesas above) start out with the
eNoError condition:

thread error := f kSigma0 7! eNoError , kRootServer 7! eNoError g [

kIntThr eads � f eNoError g

One can seethat functions are just sets of mappings in B. The mappings for sigma0 and
the root server are one function, while the Cartesian product of the interrupt threads with
f eNoErrorg is the secondfunction. When added together, they enforcethe invariant and do
what is needed.

5.5.3 Mac hine Ip cBase: Op erations

Activ ateThread2

The new variables introduced in this machine, together with the invariant of the included
machines produce a new, larger invariant. Promotion of some operations causesthe local
invariant to be violated as the operations in lower machines know nothing about it.

Operations which introduce handling of IpcBase'svariables to operations from Thread or
AddressSpacehave a `2' appendedto their end.

The �rst of these is Activ ateThread2, which sets up the local variables when the thread
is activated, and invokes the original Activ ateThread (page 44). Their preconditions and
parametersare the same,so let us look at the di�erences.

Recall that in Activ ateThread, the thread state was set to waiting forever, but no mention of
who to wait for was made. At the IPC level we can now say which thread the waiting will be
for ... its pager:

thread ipc waiting timeout ( tcb ) := eIn�niteTime out k

thread ipc waiting for ( tcb ) := thread gno ( pager )

The thread needsto receive a messagefrom its pager before starting execution, so it must
wait forever for it.

Sincethe error condition is meaningful for active threads, a condition must be set. No error
has occurred, so the eNoError condition is used:

thread error ( tcb ) := eNoError

Upon activation, the variables pertaining to incoming threads (those polling on the one cur-
rently being activated) must be set:
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thread incoming ( tcb ) := thread ipc polling on � 1 [ f tcb g ] k

thread incoming gnos ( tcb ) := thread gno [ thread ipc polling on � 1 [ f tcb g ] ]

For thread incoming, a new mapping is added: from the thread being activated (tcb) to the
set of all threads polling on it (via relational inverse).

For thread incoming gnos, we would like to simply set it to be the numbers of whatever
thread incoming(tcb) wasset to. Sincethis is parallel composition, using thread incoming on
the right-hand side of an assignment would refer to its old value, the expressionis repeated
and a relational image on thread gno gives the desiredresult.

CreateActiv eThread2

This operation adds the samesteps as Activ ateThread does to Activ ateThread2 to Create-
Activ eThread.

The preconditions and parametersare the same.

DeleteThread2

The preconditions are the same as in DeleteThread (page 45), and it still takes a single
parameter: tcb.

Apart from invoking DeleteThread, it has to deal with deletion with regard to the variables
in this machine.

Apart from the obvious domain subtraction of f tcbg from thread ipc waiting *,
thread ipc polling timeout, thread recv * and thread error, some variables require a more
complex approach:

As mentioned on page52, L4 storesthe polling threads in the receivers incoming queue,so it
doesnot su�ce to delete the thread from another's incoming set, since its own incoming set
might not be empty:

thread ipc polling on := f tcb g �C thread ipc polling on �B f tcb g

The application of the domain subtraction (�C, precedenceis left-to-righ t) removes all map-
pings denoting this thread is polling on another one(there is only one). Then, the application
of rangesubtraction (�B) removesall mappingsdenoting another thread is polling on this one.
Those threads that were polling on the one being deleted are now stranded until their IPCs
time out (this might not be the casewith the newest kernels,seepage52).

Rangesubtraction is de�ned as follows:

r �B S = f x 7! y j x 7! y 2 r ^ y =2 S g

This resolves the situation of who is polling on whom. However, the incoming setsstill have
to be adjusted:

thread incoming :=
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f aa , bb j aa 2 dom ( thread incoming ) � f tcb g ^

bb 2 P ( TCB ) ^

bb = thread incoming ( aa ) � f tcb g g k

thread incoming gnos :=

f aa , bb j aa 2 dom ( thread incoming gnos ) � f tcb g ^

bb 2 P ( GLOBAL TNO ) ^

bb = thread incoming gnos ( aa ) � f thread gno ( tcb ) g g

The thread has to be removed from both the variables' domains and simultaneously be re-
moved from the incoming sets of every active thread in the system. The only way such a
broad changecan be made in B is to usea set comprehension.

The notation is very similar to the list comprehensionsused in Haskell, and its de�nition is
as follows:

f z j Pg yields all z that satisfy P

Note that (aa,bb) and aa 7! bb are synonymous. Their variation in appearanceis the result
of the B Toolkit's mark-up tool.

Let us look at the �rst set comprehensionin detail (the secondis analogous,but removes a
thread number from a di�eren t variable). We want the set of all mappings aa 7! bb, such
that:

� The function domain is still represented, with the exception of tcb, whosemappingsare
removed: aa 2 dom ( thread incoming gnos ) � f tcb g

� The function range still has the sametype, i.e. is a subsetof TCB:
bb 2 P ( GLOBAL TNO )

� Finally, we want tcb to be removed from all valuesthread incoming may assume.

JustW ait

The �rst of the actual operations enabling IPC. This deals with the casewhen a thread
requestsan IPC operation consisting of a receive phaseonly, but no thread in its incoming
sets is available to receive from. This results in the thread waiting.

Given the three parameters tcb (the thread wishing to receive), timeout and fromSpeci�er
(who it is willing to receive from), the preconditions are as follows:

� the thread can participate in IPC (seecanIPC de�nition, page50)

� timeout is either �nite or in�nite, but not zero (instant time-out, no point in calling
this operation)

� fromSpeci�er is not nilthr ead, and is either one of the thread numbers known to the
system (thread gno[threads]) or it is anythread



5.5. IPC 57

� a fromSpeci�er of anythread implies that there areno incoming threads for the requester
(otherwise, the thread would not needto wait)

� any other fromSpeci�er is not in the set of incoming thread numbers (again, waiting is
what this operation is about)

The work done by the operation is minimal. It updates thread ipc waiting for and its time-
out equivalent (page 51) to indicate the thread is waiting and who it is waiting for. It also
usesSetState (page 47) to set the thread's state to tsWaitingForever or tsWaitingTimeout
depending on the value of timeout.

SetUpReceiv ePhaseAndP oll

We have covered what happenswhen a thread wants to receive and cannot. This operation
handles the caseof when the operation wants to send but cannot (either the remote thread
is not waiting, or it is not waiting for the sendingthread).

Parameters: tcb from and tcb to (sending and target threads), poll timeout, recv timeout
(time-out for the future receive phase), fromSpeci�er (who the thread is willing to receive
from in the receive phase,or nilthr ead if there is no receive phase).

As in JustWait, tcb from must beable to perform IPC. The target must bean existing thread.
While the poll time-out must not bezero,the receive timeout is only restricted if fromSpeci�er
is not nilthr ead. The actual fromSpeci�er must be a thread number of an existing thread.

In order to verify that the operation happens in the aforementioned circumstances,the fol-
lowing must be true:

( tcb to 2 dom ( thread ipc waiting for ) )

thread ipc waiting for ( tcb to ) 6= thread gno ( tcb from ) ^

thread ipc waiting for ( tcb to ) 6= kAnyGNo )

In other words, if the target thread is in a waiting state, then it must not be waiting for
anythread (since this one will ful�l the criterion) and it must not be waiting for from tcb's
number.

Once that is established,the operation can proceedsuccessfully.

The operation updates thread ipc polling * to re
ect its polling information, and also adds
from tcb and its thread number to the incoming setsof tcb to.

If fromSpeci�er is not nilthr ead, thread recv * is updated with the future waiting information.

JustReceiv e

Having covered the caseswhere IPC cannot happen, let us look at the simplest caseof IPC
occurring: the thread requestsan IPC with only a receive phase,and a suitable thread is in
its incoming set.



58 CHAPTER 5. RESULTS

Like JustWait, it takes two parameters (whose meaning is the same): itcb (the invoking
thread) and fromSpeci�er (who it wishesto receive from). It doesnot needa time-out as the
operation will go aheadimmediately.

The value of fromSpeci�er must not be nilthr ead, and must either be anythread (in which
casethe incoming set must not be empty) or a thread number already in the incoming set.

The operation may then go ahead. However, it might not succeeddue to aspects beyond the
control of the current model (such asXfer time-outs or the operation being aborted halfway).
This failure is modelled by non-determinism and is the causeof putting the thread error
variable in this machine (seepage53).

The polling thread which is allowed to send is again chosennon-deterministically (since sets
have no implicit ordering):

ANY tcb from WHERE tcb from 2 thread incoming ( itcb ) ^

( fromSpeci�er 6= kAnyGNo )

thread gno ( tcb from ) 2 thread incoming gnos ( itcb ) )

In other words, chooseany of the threads in the incoming set, with the extra constraint that
if fromSpeci�er is not anythread, that thread's number must be in the set of incoming thread
numbers for the receiving thread. The preconditions guarantee that a thread that satis�es
this constraint actually exists.

Regardlessif the IPC succeedsor fails, the following happens:

thread ipc polling on := f tcb from g �C thread ipc polling on k

thread ipc polling timeout := f tcb from g �C thread ipc polling timeout

The sendingthread will no longer be polling at the end of the operation.

thread incoming ( itcb ) := thread incoming ( itcb ) � f tcb from g k

thread incoming gnos ( itcb ) := thread incoming gnos ( itcb ) � f thread gno ( tcb from ) g

Sinceit will no longer be polling, it is removed from the receiving thread's incoming sets.

thread recv waiting timeout := f tcb from g �C thread recv waiting timeout k

thread recv waiting for := f tcb from g �C thread recv waiting for

Again, since it will not be polling, the future settings for its receive phasewill no longer be
applicable. If the IPC succeeds,they will be used to set up the new receive phase for the
thread. If IPC fails, they will be discarded.

Now then comes the point where the IPC succeedsor fails. This is done using the non-
deterministic CHOICE path1 OR path2 END construct. During animation, the user is asked
to choose the path. During proof, both branches are checked to see if they preserve the
invariant.

Let us examine the successpath for IPC.

Firstly , the IPC transfer is performed and the error �elds for both threads are cleared:

PerformIPC ( tcb from , itcb ) k

thread error := thread error <+ f itcb 7! eNoError , tcb from 7! eNoError g
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Then, if the senderhad a receive phasewaiting, set that up (using identical statements to
those in JustWait on page 56). Note that the receiving thread's state does not change. It
was either running or an activated interrupt thread, and remains so.

If the senderdoesnot have a receive phasewaiting, its waiting state is cancelledusing UnWait
(page 47).

On the other side of the OR, the failure path: the sender'swaiting state is cancelledusing
UnWait and an error is picked non-deterministically among the possibleunpredictable IPC
errors (see5.2.8) and assignedas an error indicator for both threads.

W akeDestThenW ait

If a thread wishesto sendand the secondthread is waiting, the IPC occurs immediately, the
destination thread is woken up, while the sourcethread starts waiting (if a receive phasewas
speci�ed). In L4, a thread switch to the destination is also performed.

The precondition combines aspects of the previous IPC operations:

� The destination must be waiting for either the source'sthread number or anythread;

� The fromSpeci�er must be that of an existing thread, nilthr ead or anythread;

� A non-nilthr ead fromSpeci�er indicatesa receivephasefor the sourceand sorecv timeout
must not be zero;

� There is no polling timeout, sincethe operation goesaheadimmediately.

This time there are no common items between the successand failure paths. The non-
deterministic CHOICE is made oncemore.

The successpath beginsas previously, by performing the IPC transfer and clearing the error
indicators for both threads.

If tcb from (the sourcethread) did not requesta receive phase,the operation can be quickly
�nished by domain subtraction of tcb to from thread ipc waiting * and using UnWait to
cancel its waiting state.

If it did requesta receive phase,then the situation is more complicated. The destination still
hasto beremoved from thread ipc waiting *, but now the sourcethread must alsobe inserted.
The �rst half of the IF statement is presented below, for when the time-out is in�nite. The
secondhalf is analogous,but the timeout is �nite and so the state will be tsWaitingTimeout.

thread ipc waiting for := f tcb to g �C thread ipc waiting for [

f tcb from 7! fromSpeci�er g k

IF isIn�nite ( recv timeout ) THEN

thread ipc waiting timeout :=

f tcb to g �C thread ipc waiting timeout [ f tcb from 7! eIn�niteTime out g k

WakeUpAndWait ( tcb from , tcb to , tsWaitingForever )
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WakeUpAndWait (page 48) is used to wake up tcb to, and make tcb from with one of the
time-outs.

The failure path on the other hand just removes the destination from thread ipc waiting *,
picks an error and sets it as the error attribute for both threads, and also usesUnWait on
the destination thread.

Resolv eIPC

Given the above operations, the situation where one thread1 is polling on thread2, while the
latter is waiting for the former. Sinceneither of them can execute,the kernel needsa way to
internally perform the IPC, which is what this operation is for.

ResolveIPC(tcb from, tcb to) requires that:

� Both threads are active;

� The senderis polling and the receiver is waiting;

� The senderis polling on the receiver;

� The receiver either acceptsanythread or the receiver's thread number;

The non-deterministic IPC part decidesbetween:

� Performing the IPC transfer and clearing the error attribute for both threads or

� Not doing anything, choosingan error non-deterministically and assigningit asthe error
indicator for both threads.

The rest of the statements are common to both successand failure paths and consist of
removing both threads from the state variables (including removing the sender from the
receiver's incoming sets). This has beencovered in previous operations in this machine.

TimeoutP oll

When the kernel �nds a thread that's beenpolling for longer than its time-out value, a time-
out occurs. Since the model abstracts away exact values for time-outs, this must be done
non-deterministically. This operation picks any thread which is polling with a non-in�nite
time-out and times it out. If such a thread doesnot exist, it doesnothing (skip).

Of course,non-determinism is not random, it just states that the decision algorithm is not
speci�ed at this level. During animation, the user is asked to be that algorithm (see1.5).

The operation removes the thread from the state variables (covered previously) and sets its
error attribute to eSendTimeout.
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TimeoutW ait

This operation is the equivalent of TimeoutPoll, but times out a thread which is waiting with
a �nite time-out.

SetError

SetError provides a way for operations in higher-level machines to set the error attribute for
an active thread without actually doing anything. This is usedfor example, to signal that a
thread lacks necessaryprivileges to perform an operation.

Ip cBaseExc hangeRegisters

When Ex changeRegisters functionalit y was last described (ThreadExchangeRegisters,
page 48) only the functionalit y pertaining directly to threads and state was covered. As
the referencemanual [13, section 2.3] states, Ex changeRegisters can be usedto cancelor
abort ongoing IPCs. Now that the IPC state transitions are available, the IPC functionalit y
in Ex changeRegisters can be modelled.

It takesone fewer parameter than ThreadExchangeRegisters,since it is the one that decides
whether a waiting/p olling thread is to be woken up.

The preconditions, with the exception of the unwait 
ag are identical.

The functionalit y at the IPC level consistsof the following bits in control:

� If S = 1, a currently ongoing send IPC operation will be aborted, while an IPC send
operation waiting to happen will be cancelled;

� If R = 1, as above, but for receiving IPC.

In the current model, bits are not used. Instead, the bits are represented by set membership
of ex S and ex R in control.

If neither are present, the operation invokes ThreadExchangeRegisterswith unwait set to
FALSE (do not changethe state) and clearsthe error attribute.

If ex S is present, the operation is removed from the state variables to do with polling, as
well as from the incoming set of the thread it is polling on. Since at the top speci�cation
level in B operations happen instantaneously, it is impossibleto determine whether the IPC
operation was cancelled or aborted, so a non-deterministic choice is made and becomesthe
value of the thread's error attribute. ThreadExchangeRegistersis invoked with the unwait

ag equal to TRUE, forcing the function to be awakened.

If ex S is present, events proceedas above, except the thread is removed from state variables
related to waiting.
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Figure 5.3: Possiblestate transitions in the model and operations which causethem.

The error additions to Thread's operations

In order for operations which complete successfullyto clear the error attribute of a thread,
they needto be extendedwith that functionalit y at this level. Their preconditions are almost
the sameas their Thread counterparts', and the operation body invokes them directly. The
only di�erence is that they need to take an extra parameter (itcb) in order to know which
thread's error attribute should be cleared. The digit `2' has beenappendedto their names.
If it wasn't for the error attribute being in this machine they would have beenpromoted.

They are: InitialiseAddressSpace2,CreateThread2, SetScheduler2, Migrate2, MigrateAnd-
SetScheduler2, Activ ateInterrupt2 and DeactivateInterrupt2.

Up dated state diagram

Now that all the core functionalit y present in the model has been de�ned, a more accurate
view of state transitions, such as that in �gure 5.3 can be derived.
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5.6 API

5.6.1 Mac hine WeakSyscall

All the functionalit y that is present in the model has now been de�ned. The �nal level is
to determine which bit of functionalit y to usewhen, and build upon the operations to allow
them to take thread numbers (lik e L4 system calls) instead of internal TCBs as they did
before this point.

Sincethe resulting operations would be extremely long, an extra machine in which operations
add functionalit y but as little error handling capability as possiblehas beenadded below the
API level. Someof the resulting operations are quite long and complex despite this.

The machine naturally INCLUDES IpcBase(see5.5.2), but it also promotes the following
operations:

� SetError - to allow the API machine to handle errors;

� TimeoutWait, TimeoutPoll and ResolveIPC - while not presented in the L4 API, pro-
moting them to the API level allows for more e�ectiv e animation;

� InitialiseAddressSpace2and IpcBaseExchangeRegisters- the invoking operations in the
API machine are not too long, making the extra level of indirection unnecessary.

To prevent namespacecollisions (there is only one, after all), operations in this machine are
pre�xed with \W eak".

W eakIp c

This operation has moderate error-handling capability, which makesit very long and riddled
with IF statements. See�gures 5.4 and 5.5 for the exact 
o w of statements inside it. All
syntax used in thesemachines has already beenintroduced and all control 
o w decisionsare
basedon preconditions of the invoked operations, so diagrams will be of more value than a
textual description.

Parameters:

� itcb - the thread invoking the operation

� to gno - the thread number of the target thread or nilthr ead if no sendphase

� fromSpeci�er - who itcb is willing to receive from, nilthr ead if no receive phase

� send timeout and recv timeout - how long the thread is willing to wait for sendingand
receiving

Non-trivial preconditions:

� If to gno is not nilthr ead, it must be a number of an existing thread;
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Figure 5.4: The receive phaseonly section of WeakIpc

� fromSpeci�er is either the thread number of an existing thread in the system,nilthr ead
or anythread.

The error-handling capability greatly reducespreconditions.

The body of the operation is divided by a SELECT statement into three cases:

� No send phaseand no receive phase| eNonExistingPartner is set for itcb's error at-
tribute;

� No sendphase,but a receive phase| described in �gure 5.4

� A sendphaseand optional receive phase| described in �gure 5.5.

Note that the diagrams denote the functionality contained in the operation rather than the
exact one-for-onecorrespondencewith the B speci�cation. The B speci�cation is longer due
to statement duplication being sometimesunavoidable, and sometimeshelpful with generat-
ing easier-to-discharge proof obligations. This also makes it more confusing, making simple
diagrams more helpful.

W eakDeleteThread

This operation adds the following to DeleteThread2:

� The thread to delete (dest) is now chosenusing its thread number;

� The invoking thread is passedin as itcb;

� The precondition requires that the invoking thread residein a privileged addressspace.
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Figure 5.5: The sendphasewith optional receive phasesection of WeakIpc

W eakMo difyThread

This operation managesthread activation, setting the scheduler and spacemigration.

Parameters:

� itcb | invoking thread

� destNo | thread number of target thread

� spaceSpeci�er | a thread number of a thread in the addressspacewe want to specify
(or nilthr ead if the addressspacewill not change)

� schedNo | thread number for the scheduler (nilthr ead if no modi�cation)

� pagerNo | thread number for the pager (nilthr ead if no modi�cation)

The operation doesnot perform any error handling and its preconditions imply a successful
outcome:

� itcb is an active thread in a privileged addressspace;

� destNo is a thread number of an existing thread;

� Neither spaceSpeci�er , schedNo nor pagerNo may be nilthr ead;

� Modi�cation of the addressspace(spaceSpeci�er 6= nilthread) implies that fromSpeci�er
is a thread number of an existing thread. The sameconditions apply to modifying the
pager and scheduler for pagerNo and schedNo respectively;
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� If the thread is to be activated (target is not active and pagerNo 6= nilthread) then the
following conditions must hold: a schedNo of nilthr ead implies that the scheduler will
not be modi�ed and the thread's existing scheduler must be active, while a schedNo
that is not nilthr ead implies that the new scheduler must be active. An active scheduler
is a prerequisite for activation (seeActiv ateThread on page44);

� If migration is necessary(the addressspaceindicated by spaceSpeci�er is di�eren t than
the thread's current space) requires that the target spacefor migration can hold the
target thread.

Three possiblebranches in the function body exist. Firstly , if all the modi�cation speci�ers
(spaceSpeci�er , schedNo and pagerNo) are nilthr ead, the function modi�es nothing, and so
skips.

When a pager changeis requested(pagerNo 6= nilthr ead), all casesinclude thread activation
using Activ ateThread2 (page54). For all the cases,the target thread is the onewhosenumber
is destNo, and the pager is the thread with pagerNo. For the other two parameters (space
and scheduler), four casesare covered given two possibilities for each:

� If spaceSpeci�er is nilthr ead no migration is performed, space is the addressspaceof
the target thread. Otherwise, space is the spaceindicated by spaceSpeci�er ;

� If schedNo is nilthr ead, scheduler is the thread's current scheduler. Otherwise, it is the
thread whosenumber is schedNo.

When no pager change is necessary, the operation either performs a migration (Migrate2),
a change of scheduler (SetScheduler2), or both (MigrateAndSetScheduler2), depending on
whether schedNo, spaceSpeci�er , or neither are nilthr ead (respectively).

In tThreadCon trol

Like in the L4 sourcecode [5, interrupt.cc], I have put the equivalent of the ThreadContr ol
system call for interrupt threads in a separate operation. Interrupt threads experience a
di�eren t view of ThreadContr ol : either they are disabled (by setting the thread's pager
to itself) or disabled (by setting it to any other thread).

This operation combines Activ ateInterrupt and DeactivateInterrupt (page 47) and provides
the functionalit y of specifying the threads by number.

The operation, asdictated by the ThreadContr ol speci�cation [13] is limited to privileged
threads only. Again, since there is no non-determinism in its speci�cation, satisfying the
preconditions guaranteessuccess.

W eakCreateThread

This operation constitutes the thread-creating portion of ThreadContr ol . Its actions are
as follows:
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� If the pagernumber supplied is nilthr ead, the thread is createdinactive (CreateThread2).
If the spacespeci�er is equal to the target thread number, a new addressspaceis chosen
non-deterministically and passedin as space. Otherwise use the addressspaceselected
by spaceSpeci�er ;

� If the pagernumber is not nilthr ead, then proceedasabove, but createan active thread
(CreateActiveThread2) and passthe pager as another parameter.

5.6.2 Mac hine API

This is the topmost machine in the speci�cation. It INCLUDES WeakSysCall and all the
context machines.

Operations in API are either direct equivalents of L4 systemcalls, or operations representing
system internals for use in animation. Their only real task at this level is to provide pre-
condition support to lower-level operations (such as those in WeakSyscall)and pick which of
theseoperations to invoke. They are very simple, if sometimeslong, and are better examined
directly (seeappendix A).

What is worth noting however is that the top-level system-call operations still have precon-
ditions: the invoking thread must be active and running, otherwise the system scheduler is
fundamentally broken and nothing will work.
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Chapter 6

Discussion and Critique

Completeness

The model presented in chapter 5 represents nearly all the behaviours in the L4 microkernel
at an abstract level. Some behaviours, such as state transitions, are modelled accurately,
while others, such as memory management, are modelled using non-determinism.

Sincethis particular model did not make it into the re�nement stages,thesebehaviours remain
non-deterministic.

In retrospect, obtaining the releaseversion of L4 [5] at the beginning of the thesis (February-
March 2004) and choosing not to follow updates beyond that point causedsome inconve-
niences.While helpful at the beginning, near the end it wasobvious that somefeatureswhich
wereunimplemented or ignored in my version had in fact beenimplemented. Apart from the
lack of IPC redirectors (see5.1, page23) no harm seemsto have beendone.

Unnecessary constrain ts

L4 is unlikeany systemthat I havemodelledbeforein B. Unlike thosesystems(e.g. reservation
systems), L4 does not place the sameemphasison the integrity of data contained inside it.
For example,a thread's scheduler can be any thread, even one that has not yet beencreated.
The same goes for the pager. This means there can be threads running without pagers
and schedulersor worse,with invalid ones. Naturally this is done to improve e�ciency (the
number one priorit y in L4): when deleting a thread, looking through all the other threads
trying to seewhich one of those has the deleted thread as a pager is slow. It is better to
leave it and re-evaluate the issuewhen it comesup again (e.g. when a page fault occurs).
These situations can be prevented by using thread versions in L4, but those too are left to
the personusing the kernel to write an OS.

My initial understanding of L4 did not match the above description, and I tried to assert
\sane" and \logical" conditions upon the kernel. When closer examination revealed these
constraints unnecessary, they had to be removed. Without someonewith a great deal of L4
internals experience,it is impossibleto be sure all of them were removed.
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This is not to say that putting someof those conditions into the kernel would actually be
a bad idea. I believe that simple-to-enforce constraints that can prevent problems later
(such as a thread being its own pager for non-interrupt threads) could easily be added. My
understanding of the view the L4 communit y holds on the issueis \if you allow one,you allow
them all". Adding thesehelpful constraints all through the kernel will de�nitely slow it down
a bit.

Structure and animation

In the goals for this model (page 24), the abilit y to animate it is listed. This, while useful
for learning and validation, becamea great inconveniencefor structuring the development.
Animation can only be done at the top speci�cation level. The top speci�cation level only
allows parallel composition. This meansto animate conceptswhich are di�cult or impossible
using parallel composition means to create statement and operation duplication (page 26),
highly complex statements (which are di�cult to prove later), or non-determinism to model
that which cannot be done in parallel.

While following that path will lead to the samedestination, it will take a very long time.
This is compounded by the fact that introducing large conceptsall at once createsdi�cult
to discharge proof obligations, making consistencyproof a painful experience.

The other way of doing things is to model the top layer as purely non-deterministic. For
example, this means that given a function f and the need to both change f (a) and f (b),
instead of using mappings and right overriding, one can simply assigna new function non-
deterministically which has the desiredproperties.

This would render the top-level speci�cation next to uselessfor animation, sinceit could only
check user input for validit y, and inputting whole functions by hand, while very educational,
doesnot allow animation to be e�cien tly used.

However, the top-level speci�cation will be simpler, hopefully easierto complete, and easier
to prove consistent. Then re�nement, with its sequential composition can be employed.

While I cannot guarantee that this approach will yield better results than the one employed
in this thesis, it could perhapsyield them faster.

The future of the B Method is Event B, which takes the alternate solution to a complete
extreme,and any further attempts to model systemssuch asthis oneshouldde�nitely consider
using it instead.

Pro of and consistency

Presently, all machines below and including Thread have beenproven to be consistent. Proof
of IpcBaseand machines above it has not beencompleteddue to the complexity of the proof
obligations (which meansthey cannot be dischargedautomatically) and the outdated proving
system available in the B Toolkit.

The system requires that when a proof obligation cannot be discharged becausea proof
path is not available, new rules must be added into the system. Since proof is purely the
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rewriting of sequencesof tokens,inserting thesenewrulesmust bedoneextremely carefully, or
somethingwhich is falsecan be proven as true. Additionally , the automatic prover often goes
into an in�nite loop on user rules, making discharging proof obligations a very long-winded
experience.

There is a better way however. The next incarnation of the B Toolkit, Atelier B [4] provides
a completely di�eren t method of interactive proof based on suggesting and then proving
hypotheses. This means the user need only add rules when strictly necessary. Even then,
Atelier B provides a way to prove the rules themselves.
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Chapter 7

Conclusion

A formal model of the L4 microkernel API has beenpresented, along with several aspects of
its internal structure and functioning. It is well-documented and may be animated to further
check for correctness. The proof of consistencyhas not been completed, but should not be
attempted without moving the development to the new proof system[4]. Re�nement has not
been attempted, but the speci�cation has been designedin such a way as to make this as
painlessan experienceas possible.

7.1 Future Work

7.1.1 Complete Pro of of Consistency

Givenaccessto Atelier B, proving the entire speci�cation consistent canbecompleted. Moving
it over to Atelier B, the animation component is lost, so modi�cations can be made to make
proof even easier. Featurescan be removed and added into re�nements, etc.

7.1.2 Verifying Correctness

I have spent a great deal of time trying to understand the L4 internals and how they apply
to the API. Despite best e�orts, it is quite likely not everything that the model doesre
ects
what the system should be doing. Occasionallyduring discussionswith L4 developers, what
the correct action was could not easily be decided.

The di�erence was that during those meetingsno model of L4 existed. A model can resolve
many such arguments once it is decided by a majorit y to be correct. If it is not correct, it
can be modi�ed, until agreement is reached.

7.1.3 The L4 Pilot Pro ject

Once the slice [21] is completed, my model can aid in the decisionwhich part of the system
will be next to undergothe completeveri�cation procedure. Oncethis is done, the model can
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form a basis for the next slices(which will have to be converted to Isabelle/HOL) and then
retired. Alternativ ely it can be kept in useas a live referenceto the system.

The new security API [8] is also currently beginning development, which can slot into the
new model, be helped or inspired by the model, or even use the model as a guide for what
not to do.

7.1.4 Further Research Using the B Metho d

As discussedin 6 (page 69), the fact L4 emphasizese�ciency above all elsemakesit di�cult
to think about in terms of formal veri�cation. It is possibleto sacri�ce someof this e�ciency
and still obtain a robust kernel. A possibledirection for future research is to use Event B
to model a slightly di�eren t kernel than L4 itself (but still inspired by it), call it BL4. This
way somekind of veri�ed kernel might be produced faster than trying to formally verify all
the intricacies of speedoptimisations within L4, while avoiding the problems associated with
classicalB.
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App endix A

Final B Speci�cation

A.1 API

MA CHINE API

SEES

FpageCtx ,
Bool TYPE

INCLUDES

KernelInformation , ThreadIdCtx , ThreadStateCtx , AddressSpaceCtx ,
TimeoutCtx , ThreadCtx , ErrorCtx , WeakSyscall

PR OMOTES

An action performed by the scheduler. Promoted for purposesof animation.

ResolveIPC

OPERA TIONS

Note: Certain preconditions must hold even at the top level, such as the fact that a thread which
should not be scheduled isn't. If the schedule operation is used, then these conditions will be
satis�ed. Type information must also be assumed.

Ip c ( itcb , to gno , fromSpeci�er , send timeout , recv timeout ) b=
PRE canIPC ( itcb ) ^ to gno 2 GLOBAL TNO ^ fromSpeci�er 2 GLOBAL TNO ^

send timeout 2 TIMEOUT ^ recv timeout 2 TIMEOUT
THEN

SELECT to gno = kAnyGNo THEN
SetError ( itcb , eSendNonExistingPartner )

WHEN fromSpeci�er 62( thread gno [ threads ] [ f kAnyGNo , kNilGNo g ) THEN
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SetError ( itcb , eRecvNonExistingPartner )
WHEN to gno 6= kNilGNo ^ to gno 62ran ( thread gno ) THEN

SetError ( itcb , eSendNonExistingPartner )
ELSE

WeakIpc ( itcb , to gno , fromSpeci�er , send timeout , recv timeout )
END

END ;

This is not a system call, but represents the timing out of a single IPC for purposesof animation
(this is performed internally to L4 by the scheduler.

TimeoutIPC b=
CHOICE

TimeoutPoll
OR

TimeoutWait
END ;

ThreadCon trol ( itcb , destNo , spaceSpec , schedNo , pagerNo ) b=
PRE itcb 2 active threads ^ thread state ( itcb ) = tsRunning ^

destNo 2 GLOBAL TNO ^
spaceSpec 2 GLOBAL TNO ^
schedNo 2 GLOBAL TNO ^
pagerNo 2 GLOBAL TNO

THEN

SELECT : ( dIsPrivilegedSpace ( thread space ( itcb ) ) ) THEN
SetError ( itcb , eNoPrivilege )

WHEN spaceSpec = kNilGNo THEN

Thread deletion.

IF destNo 2 ran ( thread gno ) ^ destNo 6= thread gno ( itcb ) THEN
IF thread space ( thread gno � 1 ( destNo ) ) 6= kSigma0Space ^

thread space ( thread gno � 1 ( destNo ) ) 6= kRootServerSpace ^
thread space ( thread gno � 1 ( destNo ) ) 6= kKernelSpace

THEN
WeakDeleteThread ( itcb , destNo )

ELSE

Cannot delete privileged thread or self

SetError ( itcb , eNoPrivilege )
END

ELSE
SetError ( itcb , eUnavailableThread )

END
WHEN spaceSpec 6= kNilGNo ^ destNo 62ran ( thread gno ) THEN
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Thread Creation

SELECT spaceSpec = kAnyGNo THEN
SetError ( itcb , eInvalidSpace )

WHEN pagerNo = kAnyGNo THEN
SetError ( itcb , eUnavailableThread )

WHEN schedNo = kNilGNo THEN
SetError ( itcb , eInvalidScheduler )

WHEN schedNo = kAnyGNo THEN
SetError ( itcb , eInvalidScheduler )

WHEN pagerNo 6= kNilGNo ^ pagerNo 62ran ( thread gno ) THEN
SetError ( itcb , eUnavailableThread )

WHEN schedNo 6= kNilGNo ^ schedNo 62ran ( thread gno ) THEN
SetError ( itcb , eInvalidScheduler )

WHEN spaceSpec = destNo ^ spaces = ADDRESS SPACE THEN
SetError ( itcb , eOutOfMemory )

WHEN spaceSpec 6= destNo ^ spaceSpec 62ran ( thread gno ) THEN
SetError ( itcb , eInvalidSpace )

WHEN pagerNo 2 ran ( thread gno ) ^
thread space ( thread gno � 1 ( spaceSpec ) ) 62initialised spaces

THEN
SetError ( itcb , eInvalidSpace )

WHEN pagerNo 2 ran ( thread gno ) ^
thread gno � 1 ( schedNo ) 62active threads

THEN
SetError ( itcb , eInvalidScheduler )

WHEN spaceSpec 2 ran ( thread gno ) ^
threads in space ( thread space ( thread gno � 1 ( spaceSpec ) ) )
= kMaxThreadsPerSpace

THEN
SetError ( itcb , eOutOfMemory )

ELSE
WeakCreateThread ( itcb , destNo , spaceSpec , schedNo , pagerNo )

END
WHEN spaceSpec 6= kNilGNo ^ destNo 2 ran ( thread gno ) ^

thread gno � 1 ( destNo ) 62kIntThr eads THEN

Thread Modi�cation - normal.

SELECT spaceSpec = kAnyGNo THEN
SetError ( itcb , eInvalidSpace )

WHEN schedNo = kAnyGNo THEN
SetError ( itcb , eInvalidScheduler )

WHEN pagerNo = kAnyGNo THEN
SetError ( itcb , eUnavailableThread )

WHEN spaceSpec 6= kNilGNo ^ spaceSpec 62ran ( thread gno ) THEN
SetError ( itcb , eInvalidSpace )
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WHEN schedNo 6= kNilGNo ^ schedNo 62ran ( thread gno ) THEN
SetError ( itcb , eInvalidScheduler )

WHEN pagerNo 6= kNilGNo ^ pagerNo 62ran ( thread gno ) THEN
SetError ( itcb , eUnavailableThread )

WHEN thread gno � 1 ( destNo ) 62active threads ^ pagerNo 6= kNilGNo ^
: ( schedNo 6= kNilGNo )
thread gno � 1 ( schedNo ) 2 active threads )

THEN
SetError ( itcb , eInvalidScheduler )

WHEN thread gno � 1 ( destNo ) 62active threads ^ pagerNo 6= kNilGNo ^
: ( schedNo = kNilGNo )
thread scheduler ( thread gno � 1 ( destNo ) ) 2 active threads )

THEN
SetError ( itcb , eInvalidScheduler )

WHEN thread space ( thread gno � 1 ( spaceSpec ) ) 6= thread space ( thread gno � 1 ( destNo ) ) ^
: ( threads in space ( thread space ( thread gno � 1 ( spaceSpec ) ) ) < kMaxThreadsPerSpace )

THEN
SetError ( itcb , eOutOfMemory )

ELSE
WeakModifyThread ( itcb , destNo , spaceSpec , schedNo , pagerNo )

END
WHEN spaceSpec 6= kNilGNo ^ destNo 2 ran ( thread gno ) ^

thread gno � 1 ( destNo ) 2 kIntThr eads
THEN

Thread Modi�cation - interrupt.

IF pagerNo 62ran ( thread gno ) THEN
SetError ( itcb , eUnavailableThread )

ELSE
IntThr eadControl ( itcb , destNo , pagerNo )

END
END

END ;

The redirector parameter is ignored, becauseit doesn't do anything in the sourcecode, has only a
partial description in the referencemanual, and remains a hotly contested topic.

SpaceCon trol ( itcb , spaceSpec , control , KernelInterfacePageArea , UtcbArea ) b=
PRE itcb 2 active threads ^ thread state ( itcb ) = tsRunning ^

spaceSpec 2 TCB ^ KernelInterfacePageArea 2 FPAGE ^
UtcbArea 2 FPAGE ^ control 2 N

THEN

SELECT : ( dIsPrivilegedSpace ( thread space ( itcb ) ) ) THEN
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SetError ( itcb , eNoPrivilege )
WHEN spaceSpec 62threads THEN

SetError ( itcb , eInvalidSpace )
ELSE

The exact details of memory management are not really crucial. Either they are satisfactory
and the spaceis initialised, or it is not.

CHOICE
InitialiseA ddressSpace2 ( itcb , thread space ( spaceSpec ) )

OR
ANY error WHERE error 2 f eInvalidUtcbArea , eInvalidKipA rea g THEN

SetError ( itcb , error )
END

END
END

END ;

Exc hangeRegisters ( itcb , tcb , control , sp , ip , 
ags , pager , handle ) b=
PRE itcb 2 active threads ^ thread state ( itcb ) = tsRunning ^

tcb 2 TCB ^ control � EXREGS FLA GS ^ sp 2 N ^ ip 2 N ^
pager 2 TCB ^ 
ags 2 N ^ handle 2 N

THEN

SELECT tcb 62threads THEN
SetError ( itcb , eInvalidThread )

WHEN tcb 2 threads ^ thread space ( tcb ) 6= thread space ( itcb ) THEN
SetError ( itcb , eInvalidThread )

ELSE
CHOICE

IpcBaseExchangeRegisters ( tcb , control , pager )
OR

ANY error WHERE error 2 f eOutOfMemory , eInvalidUtcbLocation g
THEN

SetError ( itcb , error )
END

END
END

END ;

Relating to the above, this speci�cation does not deal with internal memory management issues.
Also, it doesnot perform the internal copy-mechanicsof IPC, meaningno granting and no mapping
occurs. Therefore, unmapping is also a skip operation. This does not imply the model is 
a wed,
merely that the functionalit y needsto be addedin a re�nement of IPC. Unmap can then be re�ned
also.

Unmap ( itcb , control ) b=
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PRE itcb 2 active threads ^ thread state ( itcb ) = tsRunning ^
control 2 N

THEN
skip

END ;

This systemcall donatesthe rest of this timeslice to another thread. If the thread is \an y thread",
then the scheduler picks the target thread. If it is a speci�c thread number, then control gets
transferred to that thread if it exists; if it doesnot, the invocation follows as if the target was \an y
thread". Alas, given a CPU-number-independent abstraction of the system, it is not known which
thread is presently executing, so at this level of re�nement, nothing visible happens.

ThreadSwitc h ( itcb , dest ) b=
PRE itcb 2 active threads ^ thread state ( itcb ) = tsRunning ^

dest 2 TCB
THEN

SetError ( itcb , eNoError )
END ;

Since purely non-deterministic scheduling is currently used, there is no need to store scheduling
aspects of threads such as priorit y, since they will have no e�ect on the model. As a consequence
of this, the Schedule operation must also be purely non-deterministic.

Schedule ( itcb , destNo , timeControl , procControl , prio , preemptControl ) b=
PRE itcb 2 active threads ^ thread state ( itcb ) = tsRunning ^

destNo 2 GLOBAL TNO ^
timeControl 2 N ^ procControl 2 N ^ prio 2 N ^
preemptControl 2 N

THEN

IF destNo 62ran ( thread gno ) THEN
SetError ( itcb , eInvalidThread )

ELSIF thread scheduler ( thread gno � 1 ( destNo ) ) 6= itcb THEN

Must be the thread's scheduler.

SetError ( itcb , eNoPrivilege )
ELSE

CHOICE
skip

OR

One of the other parameters is invalid.
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SetError ( itcb , eInvalidParameter )
END

END
END ;

Returns the value of the internal counter in � s. It does not, however, return this value to the
kernel, but instead to the thread in someregister not available in this speci�cation.

SystemClo ck ( itcb ) b=
PRE itcb 2 active threads ^ thread state ( itcb ) = tsRunning THEN

SetError ( itcb , eNoError )
END ;

Processorand memory control are only included for completeness,they work at the hardware level
and don't do anything to the kernel itself.

Pro cessorCon trol ( itcb , procNo , internalFreq , extFreq , voltage ) b=
PRE itcb 2 active threads ^ thread state ( itcb ) = tsRunning ^

procNo 2 N ^ internalFreq 2 N ^ extFreq 2 N ^ voltage 2 N
THEN

SELECT : ( dIsPrivilegedSpace ( thread space ( itcb ) ) ) THEN
SetError ( itcb , eNoPrivilege )

ELSE
SetError ( itcb , eNoError )

END
END ;

MemoryCon trol ( itcb , attr0 , attr1 , attr2 , attr3 ) b=
PRE itcb 2 active threads ^ thread state ( itcb ) = tsRunning ^

attr0 2 N ^ attr1 2 N ^ attr2 2 N ^ attr3 2 N
THEN

SELECT : ( dIsPrivilegedSpace ( thread space ( itcb ) ) ) THEN
SetError ( itcb , eNoPrivilege )

ELSE
SetError ( itcb , eNoError )

END
END

END
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A.2 WeakSyscall

MA CHINE WeakSyscall

SEES

KernelInformation , ThreadIdCtx , Bool TYPE , ThreadStateCtx , AddressSpaceCtx ,
TimeoutCtx , ThreadCtx , ErrorCtx

INCLUDES IpcBase

PR OMOTES

SetError ,
TimeoutWait ,
TimeoutPoll ,
ResolveIPC ,
InitialiseA ddressSpace2 ,
IpcBaseExchangeRegisters

OPERA TIONS

W eakIp c ( itcb , to gno , fromSpeci�er , send timeout , recv timeout ) b=
PRE canIPC ( itcb ) ^

to gno 2 GLOBAL TNO ^
( to gno 6= kNilGNo )
to gno 2 ran ( thread gno ) ^
thread gno � 1 ( to gno ) 2 threads ) ^
fromSpeci�er 2 GLOBAL TNO ^
fromSpeci�er 2 thread gno [ threads ] [ f kAnyGNo , kNilGNo g ^
send timeout 2 TIMEOUT ^
recv timeout 2 TIMEOUT

THEN

SELECT to gno = kNilGNo ^ fromSpeci�er = kNilGNo THEN
SetError ( itcb , eSendNonExistingPartner )

WHEN to gno = kNilGNo ^ fromSpeci�er 6= kNilGNo THEN

IF fromSpeci�er = kAnyGNo THEN
IF thread incoming ( itcb ) 6= fg THEN

JustReceive ( itcb , fromSpeci�er )
ELSIF : ( isNoTimeout ( recv timeout ) ) THEN

JustWait ( itcb , recv timeout , fromSpeci�er )
ELSE

SetError ( itcb , eRecvTimeout )
END

ELSE
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IF fromSpeci�er 2 thread incoming gnos ( itcb ) THEN
JustReceive ( itcb , fromSpeci�er )

ELSIF : ( isNoTimeout ( recv timeout ) ) THEN
JustWait ( itcb , recv timeout , fromSpeci�er )

ELSE
SetError ( itcb , eRecvTimeout )

END
END

WHEN to gno 6= kNilGNo THEN
ANY to WHERE to 2 threads ^ thread gno � 1 ( to gno ) = to THEN

IF to 2 dom ( thread ipc waiting for ) THEN
IF thread ipc waiting for ( to ) 2 f thread gno ( itcb ) , kAnyGNo g THEN

IF fromSpeci�er 6= kNilGNo )
: ( isNoTimeout ( recv timeout ) ) THEN
WakeDestThenWait ( itcb , to , recv timeout ,
fromSpeci�er )

ELSE
SetError ( itcb , eSendTimeout )

END
ELSE

IF fromSpeci�er 6= kNilGNo )
: ( isNoTimeout ( recv timeout ) ) THEN
SetUpReceivePhaseAndPoll ( itcb , to , send timeout ,
recv timeout , fromSpeci�er )

ELSE
SetError ( itcb , eSendTimeout )

END
END

ELSE
IF fromSpeci�er 6= kNilGNo )

: ( isNoTimeout ( recv timeout ) ) THEN
SetUpReceivePhaseAndPoll ( itcb , to , send timeout ,
recv timeout , fromSpeci�er )

ELSE
SetError ( itcb , eSendTimeout )

END
END

END
END

END ;
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Not a syscall, but constitutes the deletion part of ThreadControl.

W eakDeleteThread ( itcb , dest ) b=
PRE itcb 2 active threads ^ dIsPrivilegedSpace ( thread space ( itcb ) ) ^

dest 2 ran ( thread gno ) ^
thread space ( thread gno � 1 ( dest ) ) 6= kSigma0Space ^
thread space ( thread gno � 1 ( dest ) ) 6= kRootServerSpace ^
thread space ( thread gno � 1 ( dest ) ) 6= kKernelSpace THEN
DeleteThread2 ( thread gno � 1 ( dest ) )

END ;

Not a syscall, but constitutes the modi�cation part of ThreadControl

W eakMo difyThread ( itcb , destNo , spaceSpeci�er , schedNo , pagerNo ) b=
PRE itcb 2 active threads ^ dIsPrivilegedSpace ( thread space ( itcb ) ) ^

destNo 2 GLOBAL TNO ^ destNo 2 ran ( thread gno ) ^
spaceSpeci�er 2 GLOBAL TNO ^
schedNo 2 GLOBAL TNO ^
pagerNo 2 GLOBAL TNO ^
spaceSpeci�er 6= kAnyGNo ^
schedNo 6= kAnyGNo ^
pagerNo 6= kAnyGNo ^

If we are changing one of the values, it must be to a valid thread.

( spaceSpeci�er 6= kNilGNo ) spaceSpeci�er 2 ran ( thread gno ) ) ^
( schedNo 6= kNilGNo ) schedNo 2 ran ( thread gno ) ) ^
( pagerNo 6= kNilGNo ) pagerNo 2 ran ( thread gno ) ) ^

Can't activate with a non-running scheduler

( thread gno � 1 ( destNo ) 62active threads ^ pagerNo 6= kNilGNo )
( schedNo 6= kNilGNo ) thread gno � 1 ( schedNo ) 2 active threads ) ^
( schedNo = kNilGNo )
thread scheduler ( thread gno � 1 ( destNo ) ) 2 active threads ) ) ^

Migration, if necessary, must succeed.

( spaceSpeci�er 6= kNilGNo ^
thread space ( thread gno � 1 ( spaceSpeci�er ) ) 6= thread space ( thread gno � 1 ( destNo ) ) )
threads in space ( thread space ( thread gno � 1 ( spaceSpeci�er ) ) ) < kMaxThreadsPerSpace )

THEN

Due to being unable to call operations in underlying machines in parallel, even when they
don't accessthe samevariables, this must be done.
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SELECT spaceSpeci�er = kNilGNo ^ schedNo = kNilGNo ^ pagerNo = kNilGNo
THEN

skip
WHEN pagerNo 6= kNilGNo THEN

Activ ation.

IF spaceSpeci�er = kNilGNo ^ schedNo = kNilGNo THEN
ActivateThread2 ( thread gno � 1 ( destNo ) ,
thread space ( thread gno � 1 ( destNo ) ) ,
thread gno � 1 ( pagerNo ) ,
thread scheduler ( thread gno � 1 ( destNo ) ) )

ELSIF spaceSpeci�er = kNilGNo ^ schedNo 6= kNilGNo THEN
ActivateThread2 ( thread gno � 1 ( destNo ) ,
thread space ( thread gno � 1 ( destNo ) ) ,
thread gno � 1 ( pagerNo ) ,
thread gno � 1 ( schedNo ) )

ELSIF spaceSpeci�er 6= kNilGNo ^ schedNo = kNilGNo THEN
ActivateThread2 ( thread gno � 1 ( destNo ) ,
thread space ( thread gno � 1 ( spaceSpeci�er ) ) ,
thread gno � 1 ( pagerNo ) ,
thread scheduler ( thread gno � 1 ( destNo ) ) )

ELSE
ActivateThread2 ( thread gno � 1 ( destNo ) ,
thread space ( thread gno � 1 ( spaceSpeci�er ) ) ,
thread gno � 1 ( pagerNo ) ,
thread gno � 1 ( schedNo ) )

END
ELSE

Modi�cation, spacemigration.

IF spaceSpeci�er = kNilGNo THEN
SetScheduler2 ( itcb , thread gno � 1 ( destNo ) , thread gno � 1 ( schedNo ) )

ELSIF schedNo = kNilGNo THEN
Migrate2 ( itcb , thread gno � 1 ( destNo ) ,
thread space ( thread gno � 1 ( spaceSpeci�er ) ) )

ELSE
MigrateAndSetScheduler2 ( itcb , thread gno � 1 ( destNo ) ,
thread space ( thread gno � 1 ( spaceSpeci�er ) ) ,
thread gno � 1 ( schedNo ) )

END
END

END ;
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ThreadControl for interrupt threads.

In tThreadCon trol ( itcb , destNo , handlerNo ) b=
PRE itcb 2 active threads ^ dIsPrivilegedSpace ( thread space ( itcb ) ) ^

destNo 2 GLOBAL TNO ^ handlerNo 2 GLOBAL TNO ^
destNo 2 ran ( thread gno ) ^
handlerNo 2 ran ( thread gno ) ^
thread gno � 1 ( destNo ) 2 kIntThr eads

THEN

Creation or deletion doesn't really make sensehere. While the L4 source code de�nes creation
the referencemanual does not mention this. Furthermore, lazy creation of UTCBs for interrupt
threads is probably yet another performanceoptimisation.

ANY dest WHERE dest 2 threads ^ thread gno ( dest ) = destNo THEN
IF destNo = handlerNo THEN

DeactivateInterrupt2 ( itcb , dest )
ELSE

ANY handler WHERE handler 2 threads ^
thread gno ( dest ) = handlerNo THEN
ActivateInterrupt2 ( itcb , dest , handler )

END
END

END
END ;

Not a syscall, but constitutes the creation part of ThreadControl

W eakCreateThread ( itcb , destNo , spaceSpeci�er , schedNo , pagerNo ) b=
PRE itcb 2 active threads ^ dIsPrivilegedSpace ( thread space ( itcb ) ) ^

destNo 2 GLOBAL TNO ^ destNo 62ran ( thread gno ) ^
spaceSpeci�er 2 GLOBAL TNO ^
schedNo 2 GLOBAL TNO ^
spaceSpeci�er 6= kAnyGNo ^
spaceSpeci�er 6= kNilGNo ^
schedNo 6= kAnyGNo ^
schedNo 6= kNilGNo ^
pagerNo 6= kAnyGNo ^
pagerNo 2 ran ( thread gno ) [ f kNilGNo g ^
schedNo 2 ran ( thread gno ) ^

Resourcesmust be available for thread and possibly spacecreation.

threads 6= TCB ^
( spaceSpeci�er = destNo ) spaces 6= ADDRESS SPACE ) ^



A.2. WEAKSYSCALL 89

To create a new addressspacewith a thread in it, set destNo = spaceSpeci�er. Otherwise
spaceSpeci�er must be valid.
( spaceSpeci�er 6= destNo ) spaceSpeci�er 2 ran ( thread gno ) ) ^

Creating an active thread requires an initialised spaceand a running scheduler.
( pagerNo 2 ran ( thread gno ) )
thread space ( thread gno � 1 ( spaceSpeci�er ) ) 2 initialised spaces ^
thread gno � 1 ( schedNo ) 2 active threads ) ^

Can't exceedkMaxThreadsPerSpace
( spaceSpeci�er 2 ran ( thread gno ) )
threads in space ( thread space ( thread gno � 1 ( spaceSpeci�er ) ) ) < kMaxThreadsPerSpace )

THEN

ANY tcb WHERE tcb 2 TCB � threads THEN
IF pagerNo = kNilGNo THEN

Create inactive.
IF spaceSpeci�er = destNo THEN

New spacerequested.Pick one.
ANY space WHERE space 2 ADDRESS SPACE � spaces THEN

CreateThread2 ( itcb , tcb , destNo , space ,
thread gno � 1 ( schedNo ) )

END
ELSE

Use the spacespeci�ed by spaceSpeci�er.
CreateThread2 ( itcb , tcb , destNo ,
thread space ( thread gno � 1 ( spaceSpeci�er ) ) ,
thread gno � 1 ( schedNo ) )

END
ELSE

Create active.
IF spaceSpeci�er = destNo THEN

New spacerequested.Pick one.
ANY space WHERE space 2 ADDRESS SPACE � spaces THEN

CreateActiveThread2 ( tcb , destNo , space ,
thread gno � 1 ( schedNo ) , thread gno � 1 ( pagerNo ) )

END
ELSE

Use the spacespeci�ed by spaceSpeci�er.
CreateActiveThread2 ( tcb , destNo ,
thread space ( thread gno � 1 ( spaceSpeci�er ) ) ,
thread gno � 1 ( schedNo ) , thread gno � 1 ( pagerNo ) )

END
END

END
END

END
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A.3 Ip cBase

MA CHINE IpcBase

Operations enabling IPC to occur.

SEES

KernelInformation , ThreadIdCtx , Bool TYPE , ThreadStateCtx , AddressSpaceCtx ,
TimeoutCtx , ThreadCtx , ErrorCtx

INCLUDES IpcCore

VARIABLES

Thread number a thread is waiting for.

thread ipc waiting for ,
thread ipc waiting timeout ,
thread ipc polling on ,
thread ipc polling timeout ,

When the thread gets awakenedfrom polling by the target, and there is a receive phase,thesewill
have beenset to what the valuesof thread ipc waiting timeout and thread ipc waiting for will be
set to upon entering a waiting state on IPC sendphasesuccess.

thread recv waiting for ,
thread recv waiting timeout ,

the queueof threads polling on this one

thread incoming ,

the queueof thread numbers polling on this one

thread incoming gnos ,

represents the Error TCR

thread error

INV ARIANT

Threads waiting for IPCs must be waiting for an IPC from someone.Not waiting, ie. waiting for
NilThread precludesfrom membership.

thread ipc waiting for 2 active threads 7! GLOBAL TNO ^
kNilGNo 62ran ( thread ipc waiting for ) ^
thread ipc waiting timeout 2 active threads 7! TIMEOUT ^
eZeroTimeout 62ran ( thread ipc waiting timeout ) ^
dom( thread ipc waiting timeout ) = dom ( thread ipc waiting for ) ^
dom( thread ipc waiting timeout ) = thread state � 1 [ f tsWaitingTimeout ,

tsWaitingForever g ] ^
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Threads polling must poll on a thread.

thread ipc polling on 2 active threads 7! threads ^
thread ipc polling timeout 2 active threads 7! TIMEOUT ^
dom( thread ipc polling timeout ) = thread state � 1 [ f tsPolling g ] ^
eZeroTimeout 62ran ( thread ipc polling timeout ) ^
dom( thread ipc polling on ) � dom ( thread ipc polling timeout ) ^

Post-polling receive phasestatus.

thread recv waiting for 2 active threads 7! GLOBAL TNO ^
thread recv waiting timeout 2 active threads 7! TIMEOUT ^
dom( thread recv waiting for ) � dom ( thread ipc polling timeout ) ^
dom( thread recv waiting for ) = dom ( thread recv waiting timeout ) ^
kNilGNo 62ran ( thread recv waiting for ) ^
eZeroTimeout 62ran ( thread recv waiting timeout ) ^

Not all polling threads will advanceto a receive phase.

dom( thread recv waiting timeout ) � thread state � 1 [ f tsPolling g ] ^

Future and actual waiting must not interfere with each other.

dom( thread recv waiting timeout ) \ dom ( thread ipc waiting timeout ) = fg ^

When a thread is deleted, it must be removed from the range of theseas well as the domains.

thread incoming 2 active threads ! P ( threads ) ^
8 tt . ( tt 2 active threads ) thread incoming ( tt ) =
thread ipc polling on � 1 [ f tt g ] ) ^
thread incoming gnos 2 active threads ! P ( GLOBAL TNO ) ^
8 tt . ( tt 2 active threads ) thread incoming gnos ( tt ) =
thread gno [ thread incoming ( tt ) ] ) ^

The error status of an inactive thread has no implications.

thread error 2 active threads ! ERROR

ASSER TIONS

thread state [ dom ( thread ipc waiting timeout ) ] � f tsWaitingForever , tsWaitingTimeout g ^
thread state [ dom ( thread ipc waiting for ) ] � f tsWaitingForever , tsWaitingTimeout g

INITIALISA TION

thread ipc waiting for := fg k
thread ipc waiting timeout := fg k
thread ipc polling on := fg k
thread ipc polling timeout := fg k
thread recv waiting for := fg k
thread recv waiting timeout := fg k
thread incoming :2 f kSigma0 , kRootServer g [ kIntThr eads ! f fg g k
thread incoming gnos :2 f kSigma0 , kRootServer g [ kIntThr eads ! f fg g k
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thread error := f kSigma0 7! eNoError , kRootServer 7! eNoError g [ kIntThr eads � f eNoError g

OPERA TIONS

Activ ate thread. Requires a pager. Adds IPC functionalit y to Activ ateThread in Thread.mch.
Preconditions are the same.

Activ ateThread2 ( tcb , space , pager , scheduler ) b=
PRE tcb 2 threads ^ tcb 62active threads ^

tcb 6= pager ^
thread space ( tcb ) 2 initialised spaces ^
pager 2 active threads ^
scheduler 2 active threads ^
space 2 initialised spaces ^
( space 6= thread space ( tcb ) )
threads in space ( space ) < kMaxThreadsPerSpace )

THEN
ActivateThread ( tcb , space , pager , scheduler ) k
thread ipc waiting timeout ( tcb ) := eIn�niteTime out k
thread ipc waiting for ( tcb ) := thread gno ( pager ) k
thread error ( tcb ) := eNoError k

There is a risk somethreads might already be polling on this one.

thread incoming ( tcb ) := thread ipc polling on � 1 [ f tcb g ] k
thread incoming gnos ( tcb ) := thread gno [ thread ipc polling on � 1 [ f tcb g ] ]

END ;

Create active thread. Adds IPC functionalit y. Preconditions are the same.

CreateActiv eThread2 ( tcb , global tno , space , scheduler , pager ) b=
PRE tcb 2 TCB � threads ^

global tno 2 GLOBAL TNO ^
global tno 62ran ( thread gno ) ^
global tno 6= kNilGNo ^
global tno 6= kAnyGNo ^
scheduler 2 active threads ^
pager 2 threads ^
tcb 6= pager ^
space 2 initialised spaces ^
space 6= kKernelSpace ^
( space 2 spaces ) threads in space ( space ) < kMaxThreadsPerSpace )

THEN
CreateActiveThread ( tcb , global tno , space , scheduler , pager ) k
thread ipc waiting timeout ( tcb ) := eIn�niteTime out k
thread ipc waiting for ( tcb ) := thread gno ( pager ) k
thread error ( tcb ) := eNoError k
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There is a risk somethreads might already be polling on this one.

thread incoming ( tcb ) := thread ipc polling on � 1 [ f tcb g ] k
thread incoming gnos ( tcb ) := thread gno [ thread ipc polling on � 1 [ f tcb g ] ]

END ;

Extends DeleteThread with cleaning up all IPC status information.

DeleteThread2 ( tcb ) b=
PRE tcb 2 threads ^ thread space ( tcb ) 6= kSigma0Space ^

thread space ( tcb ) 6= kRootServerSpace ^
thread space ( tcb ) 6= kKernelSpace

THEN
DeleteThread ( tcb ) k
thread ipc waiting for := f tcb g �C thread ipc waiting for k
thread ipc waiting timeout := f tcb g �C thread ipc waiting timeout k

Remove all mappings for both this thread and all threads polling on this one, but not the timeout.

thread ipc polling on := f tcb g �C thread ipc polling on �B f tcb g k
thread ipc polling timeout := f tcb g �C thread ipc polling timeout k
thread recv waiting for := f tcb g �C thread recv waiting for k
thread recv waiting timeout := f tcb g �C thread recv waiting timeout k
thread incoming :=
f aa , bb j aa 2 dom ( thread incoming ) � f tcb g ^

bb 2 P ( TCB ) ^
bb = thread incoming ( aa ) � f tcb g g k

thread incoming gnos :=
f aa , bb j aa 2 dom ( thread incoming gnos ) � f tcb g ^

bb 2 P ( GLOBAL TNO ) ^
bb = thread incoming gnos ( aa ) � f thread gno ( tcb ) g g k

thread error := f tcb g �C thread error
END ;

If no one matching fromSpeci�er is polling on the thread, let it assumea waiting state. Timing
out occurs via a separateoperation.

JustW ait ( tcb , timeout , fromSpeci�er ) b=
PRE canIPC ( tcb ) ^

Zero timeout is pointless.

timeout 2 TIMEOUT ^ : ( isNoTimeout ( timeout ) ) ^
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Waiting for no one is also pointless.

fromSpeci�er 2 GLOBAL TNO ^
fromSpeci�er 6= kNilGNo ^

If not waiting for just anyone, must be waiting for an existing thread.

fromSpeci�er 2 thread gno [ threads ] [ f kAnyGNo g ^

No one matching fromSpeci�er must be polling.

( fromSpeci�er = kAnyGNo ) thread incoming ( tcb ) = fg ) ^
( fromSpeci�er 6= kAnyGNo )
fromSpeci�er 62thread incoming gnos ( tcb ) )

THEN
thread ipc waiting for ( tcb ) := fromSpeci�er k
thread ipc waiting timeout ( tcb ) := timeout k
IF isIn�nite ( timeout ) THEN

SetState ( tcb , tsWaitingForever )
ELSE

SetState ( tcb , tsWaitingTimeout )
END

END ;

Target is not waiting for sender,and so must poll. If a receive phaseis included, set it up. Timing
out occurs via a di�eren t operation.

SetUpReceiv ePhaseAndP oll ( tcb from , tcb to , poll timeout , recv timeout ,
fromSpeci�er ) b=

PRE canIPC ( tcb from ) ^ tcb to 2 threads ^

Target must not be waiting for source.

( tcb to 2 dom( thread ipc waiting for ) )
thread ipc waiting for ( tcb to ) 6= thread gno ( tcb from ) ^
thread ipc waiting for ( tcb to ) 6= kAnyGNo ) ^

Waiting for no one is permitted (no recv phase).

fromSpeci�er 2 GLOBAL TNO ^

Zero timeouts are pointless in this case.

poll timeout 2 TIMEOUT ^ : ( isNoTimeout ( poll timeout ) ) ^

Unlessthere is no receive phase,whereby we don't care.
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recv timeout 2 TIMEOUT ^
( fromSpeci�er 6= kNilGNo ) : ( isNoTimeout ( recv timeout ) ) ) ^

If there is a receive phase,and not waiting for just anyone, must be waiting for an existing thread.

fromSpeci�er 2 thread gno [ threads ] [ f kAnyGNo , kNilGNo g
THEN

Make the thread poll on the destination.

thread ipc polling on ( tcb from ) := tcb to k
thread ipc polling timeout ( tcb from ) := poll timeout k
thread incoming ( tcb to ) := thread incoming ( tcb to ) [ f tcb from g k
thread incoming gnos ( tcb to ) := thread incoming gnos ( tcb to ) [ f thread gno ( tcb from ) g k
SetState ( tcb from , tsPolling ) k

If there is a receive phase,initialise it.

IF fromSpeci�er 6= kNilGNo THEN
thread recv waiting for ( tcb from ) := fromSpeci�er k
thread recv waiting timeout ( tcb from ) := recv timeout

END
END ;

Someoneis polling on this thread, and we wish to receive an ipc from one such poller. Timeouts
and polling are not in e�ect as this is instantaneousmessagepickup.

JustReceiv e ( itcb , fromSpeci�er ) b=
PRE canIPC ( itcb ) ^

A receive phaseis mandatory; must have someoneto receive from.

fromSpeci�er 2 GLOBAL TNO ^
fromSpeci�er 6= kNilGNo ^

That someonemust be polling.

( fromSpeci�er 6= kAnyGNo )
fromSpeci�er 2 thread incoming gnos ( itcb ) ) ^
( fromSpeci�er = kAnyGNo ) thread incoming ( itcb ) 6= fg )

THEN

ANY tcb from WHERE tcb from 2 thread incoming ( itcb ) ^
( fromSpeci�er 6= kAnyGNo )
thread gno ( tcb from ) 2 thread incoming gnos ( itcb ) )

THEN
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thread ipc polling on := f tcb from g �C thread ipc polling on k
thread ipc polling timeout :=
f tcb from g �C thread ipc polling timeout k
thread incoming ( itcb ) := thread incoming ( itcb ) � f tcb from g k
thread incoming gnos ( itcb ) := thread incoming gnos ( itcb ) � f thread gno ( tcb from ) g k
thread recv waiting timeout :=
f tcb from g �C thread recv waiting timeout k
thread recv waiting for :=
f tcb from g �C thread recv waiting for k

CHOICE

IPC Succeeds

PerformIPC ( tcb from , itcb ) k
thread error := thread error <+ f itcb 7! eNoError , tcb from 7! eNoError g k

If there is a receive phasepending, initiate it.

IF tcb from 2 dom( thread recv waiting for ) THEN
thread ipc waiting for ( tcb from ) :=
thread recv waiting for ( tcb from ) k
thread ipc waiting timeout ( tcb from ) :=
thread recv waiting timeout ( tcb from ) k
IF isIn�nite ( thread recv waiting timeout ( tcb from ) ) THEN

SetState ( tcb from , tsWaitingForever )
ELSE

SetState ( tcb from , tsWaitingTimeout )
END

ELSE
UnWait ( tcb from )

END
OR

IPC Fails. Both threads resumerunning with the IPC error.

UnWait ( tcb from ) k
ANY error WHERE error 2 dIpcFailures THEN

thread error := thread error <+ f itcb 7! error , tcb from 7! error g
END

END
END

END ;

Destination is waiting for source(or anyone). Wake up Destination and wait (if receive phase).
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W akeDestThenW ait ( tcb from , tcb to , recv timeout , fromSpeci�er ) b=
PRE canIPC ( tcb from ) ^ tcb to 2 threads ^

isWaiting ( thread state ( tcb to ) ) ^

Target must be waiting for source.

tcb to 2 dom( thread ipc waiting for ) ^
thread ipc waiting for ( tcb to ) 2 f thread gno ( tcb from ) , kAnyGNo g ^

Waiting for no one is permitted (no recv phase).

fromSpeci�er 2 GLOBAL TNO ^

Poll time out is irrelevant this case.

Unlessthere is no receive phase,a non-zerotimeout must be available.

recv timeout 2 TIMEOUT ^
( fromSpeci�er 6= kNilGNo ) : ( isNoTimeout ( recv timeout ) ) ) ^

If receive phaseis included, and not waiting for just anyone, must be waiting for an existing thread.

fromSpeci�er 2 thread gno [ threads ] [ f kAnyGNo , kNilGNo g
THEN

IPC might still fail.

CHOICE
PerformIPC ( tcb from , tcb to ) k
thread error := thread error <+ f tcb to 7! eNoError , tcb from 7! eNoError g k
IF fromSpeci�er = kNilGNo THEN

No receive phase. Wake up the target

thread ipc waiting for := f tcb to g �C thread ipc waiting for k
thread ipc waiting timeout :=
f tcb to g �C thread ipc waiting timeout k
UnWait ( tcb to )

ELSE

Receive phase. Wake up target and wait.

thread ipc waiting for :=
f tcb to g �C thread ipc waiting for [ f tcb from 7! fromSpeci�er g k
IF isIn�nite ( recv timeout ) THEN

thread ipc waiting timeout :=
f tcb to g �C thread ipc waiting timeout [ f tcb from 7! eIn�niteTime out g k
WakeUpAndWait ( tcb from , tcb to , tsWaitingForever )

ELSE
thread ipc waiting timeout :=
f tcb to g �C thread ipc waiting timeout [ f tcb from 7! eIn�niteTime out g k
WakeUpAndWait ( tcb from , tcb to , tsWaitingTimeout )

END
END

OR
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Ipc Fails. No receive phasefollows.

UnWait ( tcb to ) k
thread ipc waiting for := f tcb to g �C thread ipc waiting for k
thread ipc waiting timeout :=
f tcb to g �C thread ipc waiting timeout k
ANY error WHERE error 2 dIpcFailures THEN

thread error := thread error <+ f tcb to 7! error , tcb from 7! error g
END

END
END ;

Waiting thread is waiting for the polling thread. This situation is resolved by the scheduler, hence
the seperate operation.

Resolv eIPC ( tcb from , tcb to ) b=
PRE tcb from 2 active threads ^ tcb to 2 active threads ^

isPolling ( thread state ( tcb from ) ) ^
isWaiting ( thread state ( tcb to ) ) ^
thread ipc polling on ( tcb from ) = tcb to ^
( thread ipc waiting for ( tcb to ) 6= kAnyGNo )
thread ipc waiting for ( tcb to ) = thread gno ( tcb from ) )

THEN
DualWakeUp ( tcb from , tcb to ) k
thread ipc waiting for := f tcb to g �C thread ipc waiting for k
thread ipc waiting timeout := f tcb to g �C thread ipc waiting timeout k
thread ipc polling on := f tcb from g �C thread ipc polling on k
thread ipc polling timeout :=
f tcb from g �C thread ipc polling timeout k
thread incoming ( tcb to ) := thread incoming ( tcb to ) � f tcb from g k
thread incoming gnos ( tcb to ) := thread incoming gnos ( tcb to ) � f thread gno ( tcb from ) g k

CHOICE

Ipc Succeeds.

PerformIPC ( tcb from , tcb to ) k
thread error := thread error <+ f tcb to 7! eNoError , tcb from 7! eNoError g

OR

Ipc Fails

ANY error WHERE error 2 dIpcFailures THEN
thread error := thread error <+ f tcb to 7! error , tcb from 7! error g

END
END
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END ;

Invoked by system. Time out a polling thread.

TimeoutP oll b=
BEGIN

IF thread ipc polling timeout B f eFiniteTimeout g = fg THEN
skip

ELSE
ANY tcb
WHERE tcb 2 dom( thread ipc polling timeout B f eFiniteTimeout g ) THEN

UnWait ( tcb ) k
thread ipc polling on := f tcb g �C thread ipc polling on k
thread ipc polling timeout :=
f tcb g �C thread ipc polling timeout k
thread incoming ( thread ipc polling on ( tcb ) ) :=
thread incoming ( thread ipc polling on ( tcb ) ) � f tcb g k
thread incoming gnos ( thread ipc polling on ( tcb ) ) :=
thread incoming gnos ( thread ipc polling on ( tcb ) ) � f thread gno ( tcb ) g k
thread recv waiting timeout :=
f tcb g �C thread recv waiting timeout k
thread recv waiting for :=
f tcb g �C thread recv waiting for k
thread error ( tcb ) := eSendTimeout

END
END

END ;

Invoked by system. Time out a waiting thread.

TimeoutW ait b=
BEGIN

IF thread ipc waiting timeout B f eFiniteTimeout g = fg THEN
skip

ELSE
ANY tcb
WHERE tcb 2 dom( thread ipc waiting timeout B f eFiniteTimeout g ) THEN

UnWait ( tcb ) k
thread ipc waiting for := f tcb g �C thread ipc waiting for k
thread ipc waiting timeout :=
f tcb g �C thread ipc waiting timeout k
thread error ( tcb ) := eRecvTimeout
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END
END

END ;

SetError ( tcb , error ) b=
PRE tcb 2 active threads ^ error 2 ERROR THEN

thread error ( tcb ) := error
END ;

The IPC extension to the ExchangeRegistersfound in Thread

Ip cBaseExc hangeRegisters ( tcb , control , pager ) b=
PRE tcb 2 threads ^ control � EXREGS FLA GS ^ pager 2 TCB ^

tcb 62kIntThr eads
THEN

The power to abort or cancel IPCs. Note a thread can't be sendingand receiving at the sametime.

IF ex S 2 control ^ tcb 2 dom( thread ipc polling on ) THEN

Cancel sending

ThreadExchangeRegisters ( tcb , control , pager , TRUE ) k
thread ipc polling on := f tcb g �C thread ipc polling on k
thread ipc polling timeout :=
f tcb g �C thread ipc polling timeout k
thread incoming ( thread ipc polling on ( tcb ) ) :=
thread incoming ( thread ipc polling on ( tcb ) ) � f tcb g k
thread incoming gnos ( thread ipc polling on ( tcb ) ) :=
thread incoming gnos ( thread ipc polling on ( tcb ) ) � f thread gno ( tcb ) g k
thread recv waiting timeout :=
f tcb g �C thread recv waiting timeout k
thread recv waiting for :=
f tcb g �C thread recv waiting for k

ANY err WHERE err 2 f eSendCancelled , eAborted g THEN
thread error ( tcb ) := err

END
ELSIF ex R 2 control ^ tcb 2 dom ( thread ipc waiting for ) THEN

Cancel receiving

ThreadExchangeRegisters ( tcb , control , pager , TRUE ) k
thread ipc waiting for := f tcb g �C thread ipc waiting for k
thread ipc waiting timeout :=
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f tcb g �C thread ipc waiting timeout k

ANY err WHERE err 2 f eRecvCancelled , eAborted g THEN
thread error ( tcb ) := err

END
ELSE

ThreadExchangeRegisters ( tcb , control , pager , FALSE ) k
thread error ( tcb ) := eNoError

END
END ;

Since invoking two operations from the samemachine in B not permitted, and we want the error
state to be clearedon success,theseoperations build upon thosewith similar namesin the included
machines, but also clear the error in the thread that invoked them.

InitialiseAddressSpace2 ( itcb , space ) b=
PRE itcb 2 active threads ^ space 2 spaces THEN

InitialiseA ddressSpace ( space ) k
thread error ( itcb ) := eNoError

END ;

CreateThread2 ( itcb , tcb , global tno , space , scheduler ) b=
PRE itcb 2 active threads ^ tcb 2 TCB � threads ^

global tno 2 GLOBAL TNO ^
global tno 62ran ( thread gno ) ^
global tno 6= kNilGNo ^
global tno 6= kAnyGNo ^
scheduler 2 TCB ^
space 2 ADDRESS SPACE ^
space 6= kKernelSpace ^
( space 2 spaces ) threads in space ( space ) < kMaxThreadsPerSpace )

THEN
CreateThread ( tcb , global tno , space , scheduler ) k
thread error ( itcb ) := eNoError

END ;

SetScheduler2 ( itcb , tcb , scheduler ) b=
PRE itcb 2 active threads ^ tcb 2 threads ^ scheduler 2 threads THEN

SetScheduler ( tcb , scheduler ) k
thread error ( itcb ) := eNoError

END ;

Migrate2 ( itcb , tcb , space ) b=
PRE itcb 2 active threads ^ tcb 2 threads ^ space 2 spaces ^

( space 6= thread space ( tcb ) )
threads in space ( space ) < kMaxThreadsPerSpace )
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THEN
Migrate ( tcb , space ) k
thread error ( itcb ) := eNoError

END ;

MigrateAndSetSc heduler2 ( itcb , tcb , space , scheduler ) b=
PRE itcb 2 active threads ^ tcb 2 threads ^

space 2 spaces ^ scheduler 2 threads ^
( space 6= thread space ( tcb ) )
threads in space ( space ) < kMaxThreadsPerSpace )

THEN
MigrateAndSetScheduler ( tcb , space , scheduler ) k
thread error ( itcb ) := eNoError

END ;

Activ ateIn terrupt2 ( itcb , tcb , handler ) b=
PRE itcb 2 active threads ^ tcb 2 kIntThr eads ^

handler 2 TCB ^ handler 6= tcb THEN
ActivateInterrupt ( tcb , handler ) k
thread error ( itcb ) := eNoError

END ;

Deactiv ateIn terrupt2 ( itcb , tcb ) b=
PRE itcb 2 active threads ^ tcb 2 kIntThr eads THEN

DeactivateInterrupt ( tcb ) k
thread error ( itcb ) := eNoError

END

END
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A.4 Ip cCore

MA CHINE IpcCore

Contains only the actual IPC transfer operation. This is very crude, but at the moment IPC
doesn't really have anything to transfer yet (not until MRs are modelled).

SEES

KernelInformation , ThreadIdCtx , Bool TYPE , ThreadStateCtx , AddressSpaceCtx ,
TimeoutCtx , ThreadCtx

EXTENDS Thread

OPERA TIONS

PerformIPC ( from , to ) b=
PRE from 2 active threads ^ to 2 active threads ^

canSend ( from ) ^ canReceive ( to ) THEN
skip

END

DEFINITIONS

Participation in IPC is limited to active, non-halted threads which are not already participating
in IPC. Note that \halted" meansthe exact opposite for interrupt threads.

canIPC ( t ) b=
t 2 active threads ^
( t 2 kIntThr eads ) t 2 halted threads ) ^
( t 62kIntThr eads ) thread state ( t ) = tsRunning ^ t 62halted threads )

END
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A.5 Thread

MA CHINE Thread

SEES

KernelInformation , ThreadIdCtx , Bool TYPE , ThreadStateCtx , AddressSpaceCtx ,
TimeoutCtx , ThreadCtx

INCLUDES

AddressSpace

PR OMOTES

InitialiseA ddressSpace

VARIABLES

threads ,
thread gno ,
active threads ,
halted threads ,
thread space ,
thread scheduler ,
thread pager ,
thread state ,
threads in space

INV ARIANT

threads � TCB ^
thread gno 2 threads � GLOBAL TNO ^
kAnyGNo 62ran ( thread gno ) ^
kNilGNo 62ran ( thread gno ) ^
halted threads � threads ^
active threads � threads ^

Sigma0and the Root Server are permanently active threads.

kSigma0 2 active threads ^
kRootServer 2 active threads ^

So are the interrupt threads.

kIntThr eads � active threads ^

No spacemay exist without a thread in it.

thread space 2 threads !! spaces ^
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A thread must not be active if its addressspaceis uninitialised. However, the spacemust be initialised
before the thread is activated.

thread space [ active threads ] � initialised spaces ^

Sigma0and RootServer get their own spaces,but can create more threads in their respective spaces.

thread space ( kSigma0 ) = kSigma0Space ^
thread space ( kRootServer ) = kRootServerSpace ^

All (and only) interrupt threads reside in the kernel space.

thread space [ kIntThr eads ] = f kKernelSpace g ^
thread space � 1 [ f kKernelSpace g ] = kIntThr eads ^

The only constraint placed on schedulers is that a thread must have a scheduler de�ned. Whether
the scheduler is valid or not is only relevant at thread activation.

Interrupt threads do not have schedulers.

thread scheduler 2 threads � kIntThr eads ! TCB ^

The scheduler of sigma0is always the root server, which is always its own scheduler.

thread scheduler ( kSigma0 ) = kRootServer ^
thread scheduler ( kRootServer ) = kRootServer ^

To becomeactive, a thread must have a pager; should the pager get deleted, the thread will remain active.

thread pager 2 threads 7! TCB ^

Sigma0doesnot have a pager. The root server's pager is always Sigma0.

kSigma0 62dom( thread pager ) ^

Non-halted interrupt threads are their own pagers.

8 kk . ( kk 2 kIntThr eads ^ kk 62halted threads ) thread pager ( kk ) = kk ) ^
8 kk . ( kk 2 kIntThr eads ^ kk 2 halted threads ) thread pager ( kk ) 6= kk ) ^

Interrupt threads cannot be \running".

thread state 2 threads ! THREAD STATE ^
tsRunning 62thread state [ kIntThr eads ] ^

Being active and aborted is exclusive to interrupt threads.

active threads \ thread state � 1 [ f tsAborted g ] � kIntThr eads ^

Only so many threads per addressspacepossible.
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threads in space 2 spaces ! 0 : : kMaxThreadsPerSpace ^
8 ss . ( ss 2 spaces ) card ( thread space B f ss g ) = threads in space ( ss ) )

ASSER TIONS

thread scheduler [ kIntThr eads ] = fg

INITIALISA TION

When the system loads, sigma0and the root server are started.

threads := f kSigma0 , kRootServer g [ kIntThr eads k
active threads := f kSigma0 , kRootServer g [ kIntThr eads k
thread space := f kSigma0 7! kSigma0Space ,

kRootServer 7! kRootServerSpace g [ kIntThr eads � f kKernelSpace g k
thread gno :2 f kSigma0 , kRootServer g [ kIntThr eads � GLOBAL TNO � f kNilGNo , kAnyGNo g k

Interrupt threads start up disabled.

halted threads := fg k

sigma0doesnot have a pager, but is the pager for root server. Interrupt threads are their own pagers.

thread pager := f kRootServer 7! kSigma0 g [ id ( kIntThr eads ) k

root server is scheduler for sigma0and itself

thread scheduler := f kSigma0 7! kRootServer ,
kRootServer 7! kRootServer g k

sigma0and the root server are initialised as running, while the interrupt threads as aborted.

thread state := f kSigma0 7! tsRunning , kRootServer 7! tsRunning g [ kIntThr eads � f tsAborted g k

Set up proper thread counters.

threads in space := f kSigma0Space 7! 1 , kRootServerSpace 7! 1 ,
kKernelSpace 7! card ( kIntThr eads ) g

OPERA TIONS

Create a thread. Need to supply a free tcb, ids, and an addressspacefor the thread to go into.
If addressspaceis not one known to the system, create it.
In accordancewith the spec, the scheduler is not checked until an attempt is made to activate the
thread.

CreateThread ( tcb , global tno , space , scheduler ) b=
PRE tcb 2 TCB � threads ^

global tno 2 GLOBAL TNO ^
global tno 62ran ( thread gno ) ^
global tno 6= kNilGNo ^
global tno 6= kAnyGNo ^
scheduler 2 TCB ^
space 2 ADDRESS SPACE ^
space 6= kKernelSpace ^
( space 2 spaces ) threads in space ( space ) < kMaxThreadsPerSpace )

THEN
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If the spacedoesn't exist, the thread is it's �rst member.

IF space 62spaces THEN
CreateAddressSpace ( space ) k
threads in space ( space ) := 1

ELSE
threads in space ( space ) := threads in space ( space ) + 1

END k
threads := threads [ f tcb g k
thread gno ( tcb ) := global tno k
thread space ( tcb ) := space k
thread scheduler ( tcb ) := scheduler k

All threads are created inactive.
Until active, the thread is not ready for running.

thread state ( tcb ) := tsAborted
END ;

Activ ate thread. Requiresa pager. Higher-level operations should ensurethat the waiting forever
is for a messagefrom this thread's pager. Migration during activation is possible.

Activ ateThread ( tcb , space , pager , scheduler ) b=
PRE tcb 2 threads ^ tcb 62active threads ^

pager 2 threads ^

Scheduler must exist and be running for activation.

scheduler 2 active threads ^

If migration is necessary, target spacemust not be full.

space 2 initialised spaces ^
( space 6= thread space ( tcb ) )
threads in space ( space ) < kMaxThreadsPerSpace )

THEN
thread pager ( tcb ) := pager k
thread scheduler ( tcb ) := scheduler k
active threads := active threads [ f tcb g k

Threads will be waiting for wake-up IPC from their pager.

thread state ( tcb ) := tsWaitingForever k

Migrate if necessary.
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IF space 6= thread space ( tcb ) THEN
thread space ( tcb ) := space k
threads in space := threads in space <+ f space 7! threads in space ( space ) + 1 ,

thread space ( tcb ) 7! threads in space ( thread space ( tcb ) ) � 1 g
END

END ;

CreateActiv eThread ( tcb , global tno , space , scheduler , pager ) b=
PRE tcb 2 TCB � threads ^

global tno 2 GLOBAL TNO ^
global tno 62ran ( thread gno ) ^
global tno 6= kNilGNo ^
global tno 6= kAnyGNo ^
scheduler 2 active threads ^
pager 2 threads ^
space 2 initialised spaces ^
space 6= kKernelSpace ^
( space 2 spaces ) threads in space ( space ) < kMaxThreadsPerSpace )

THEN

If the spacedoesn't exist, the thread is it's �rst member.
IF space 62spaces THEN

CreateAddressSpace ( space ) k
threads in space ( space ) := 1

ELSE
threads in space ( space ) := threads in space ( space ) + 1

END k
threads := threads [ f tcb g k
active threads := active threads [ f tcb g k
thread gno ( tcb ) := global tno k
thread space ( tcb ) := space k
thread scheduler ( tcb ) := scheduler k
thread pager ( tcb ) := pager k

Threads will be waiting for wake-up IPC from their pager.

thread state ( tcb ) := tsWaitingForever
END ;

Deleting threads. Cannot deletea privileged thread. Higher level operations override this to delete
other aspectsof threads those machinesde�ne. If thread is the last one in an addressspace,delete
the addressspace.No attempt to �gure out whosepager or scheduler this thread was.

DeleteThread ( tcb ) b=
PRE tcb 2 threads ^ thread space ( tcb ) 6= kSigma0Space ^



A.5. THREAD 109

thread space ( tcb ) 6= kRootServerSpace ^
thread space ( tcb ) 6= kKernelSpace

THEN
threads := threads � f tcb g k
active threads := active threads � f tcb g k
halted threads := halted threads � f tcb g k
thread space := f tcb g �C thread space k
thread state := f tcb g �C thread state k
thread pager := f tcb g �C thread pager k
thread scheduler := f tcb g �C thread scheduler k
thread gno := f tcb g �C thread gno k
IF f tcb g = thread space � 1 [ f thread space ( tcb ) g ] THEN

Last thread in this space.Address spacemust be removed too.

DeleteAddressSpace ( thread space ( tcb ) ) k
threads in space := f thread space ( tcb ) g �C threads in space

ELSE
threads in space ( thread space ( tcb ) ) :=
threads in space ( thread space ( tcb ) ) � 1

END
END ;

The scheduler must actually be a valid thread, as suggestedby the ReferenceManual section 2.4
ThreadControl.

SetScheduler ( tcb , scheduler ) b=
PRE tcb 2 threads ^ scheduler 2 threads THEN

thread scheduler ( tcb ) := scheduler
END ;

Migrate ( tcb , space ) b=
PRE tcb 2 threads ^ space 2 spaces ^

It must �t into the new space.

( space 6= thread space ( tcb ) )
threads in space ( space ) < kMaxThreadsPerSpace )

THEN
IF space 6= thread space ( tcb ) THEN

thread space ( tcb ) := space k
threads in space := threads in space <+ f space 7! threads in space ( space ) + 1 ,

thread space ( tcb ) 7! threads in space ( thread space ( tcb ) ) � 1 g
END

END ;

MigrateAndSetSc heduler ( tcb , space , scheduler ) b=
PRE tcb 2 threads ^ space 2 spaces ^ scheduler 2 threads ^
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It must �t into the new space.

( space 6= thread space ( tcb ) )
threads in space ( space ) < kMaxThreadsPerSpace )

THEN
thread scheduler ( tcb ) := scheduler k
IF space 6= thread space ( tcb ) THEN

thread space ( tcb ) := space k
threads in space := threads in space <+ f space 7! threads in space ( space ) + 1 ,

thread space ( tcb ) 7! threads in space ( thread space ( tcb ) ) � 1 g
END

END ;

Only allow transitions betweenRunning and Waiting. Useother operations for transitioning from
Aborted.

SetState ( tcb , state ) b=
PRE state 2 THREAD STATE ^ state 6= tsAborted ^ tcb 2 active threads ^

tcb 62kIntThr eads THEN
thread state ( tcb ) := state

END ;

Halting an interrupt thread meansthe thread is activated, and a pager(handler) shouldbesupplied.

Activ ateIn terrupt ( tcb , handler ) b=
PRE tcb 2 kIntThr eads ^ handler 2 TCB ^ handler 6= tcb THEN

halted threads := halted threads [ f tcb g k
thread pager ( tcb ) := handler

END ;

Deactiv ateIn terrupt ( tcb ) b=
PRE tcb 2 kIntThr eads THEN

halted threads := halted threads � f tcb g k
thread pager ( tcb ) := tcb

END ;

If a thread has beenwaiting or polling, and IPC wants to resumeit, various things can happen.

UnW ait ( tcb ) b=
PRE tcb 2 threads THEN

SELECT tcb 2 active threads ^ tcb 62kIntThr eads THEN
thread state ( tcb ) := tsRunning
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WHEN tcb 2 active threads ^ tcb 2 kIntThr eads THEN
thread state ( tcb ) := tsAborted

ELSE
thread state ( tcb ) := tsAborted

END
END ;

When sending to a thread waiting for you, and a receive phase is included, that thread starts
running and you wait.

W akeUpAndW ait ( running tcb , waiting tcb , wait state ) b=
PRE running tcb 2 active threads ^ waiting tcb 2 active threads ^

isWaiting ( wait state ) ^
isRunning ( thread state ( running tcb ) ) ^
isWaiting ( thread state ( waiting tcb ) )

THEN

Interrupt threads go back to an aborted status, not a running one.

IF waiting tcb 2 kIntThr eads THEN
thread state := thread state <+ f running tcb 7! wait state ,

waiting tcb 7! tsAborted g
ELSE

thread state := thread state <+ f running tcb 7! wait state ,
waiting tcb 7! tsRunning g

END
END ;

The thread portion of ExchangeRegisters

ThreadExc hangeRegisters ( tcb , control , pager , unwait ) b=
PRE tcb 2 threads ^ control � EXREGS FLA GS ^ pager 2 TCB ^

tcb 62kIntThr eads ^ unwait 2 BOOL
THEN

IF ex p 2 control THEN
thread pager ( tcb ) := pager

END k
IF ex h 2 control THEN

IF ex H 2 control THEN
halted threads := halted threads � f tcb g

ELSE
halted threads := halted threads [ f tcb g

END
END k
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IF unwait = TRUE THEN
IF tcb 2 active threads THEN

thread state ( tcb ) := tsRunning
ELSE

thread state ( tcb ) := tsAborted
END

END
END ;

When the scheduler makesan IPC happen betweena polling and receiving thread, they both revert
to running.

DualW akeUp ( polling tcb , waiting tcb ) b=
PRE polling tcb 2 active threads ^ waiting tcb 2 active threads ^

isPolling ( thread state ( polling tcb ) ) ^
isWaiting ( thread state ( waiting tcb ) )

THEN

Interrupt threads go back to an aborted status, not a running one.

SELECT polling tcb 2 kIntThr eads ^ waiting tcb 2 kIntThr eads THEN
thread state := thread state <+ f polling tcb 7! tsAborted , waiting tcb 7! tsAborted g

WHEN polling tcb 2 kIntThr eads ^ waiting tcb 62kIntThr eads THEN
thread state := thread state <+ f polling tcb 7! tsAborted , waiting tcb 7! tsRunning g

WHEN polling tcb 62kIntThr eads ^ waiting tcb 2 kIntThr eads THEN
thread state := thread state <+ f polling tcb 7! tsRunning , waiting tcb 7! tsAborted g

WHEN polling tcb 62kIntThr eads ^ waiting tcb 62kIntThr eads THEN
thread state := thread state <+ f polling tcb 7! tsRunning , waiting tcb 7! tsRunning g

END
END

END
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A.6 AddressSpace

MA CHINE AddressSpace

SEES

AddressSpaceCtx , KernelInformation

VARIABLES

spaces ,

Initialisation data.

initialised spaces

INV ARIANT

spaces � ADDRESS SPACE ^
initialised spaces � spaces

INITIALISA TION

Initialise privileged addressspacesto their prede�ned constants.

spaces := f kSigma0Space , kRootServerSpace , kKernelSpace g k
initialised spaces := f kSigma0Space , kRootServerSpace , kKernelSpace g

OPERA TIONS

Create an addressspace.Requiresan unusedaddressspaceto be passedin.

CreateAddressSpace ( space ) b=
PRE space 2 ADDRESS SPACE � spaces THEN

spaces := spaces [ f space g
END ;

Initialise the space.

InitialiseAddressSpace ( space ) b=
PRE space 2 spaces THEN

initialised spaces := initialised spaces [ f space g
END ;

Delete an addressspace.Cannot delete privileged spaces.They are integral to the system.
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DeleteAddressSpace ( space ) b=
PRE space 2 spaces ^ : ( dIsPrivilegedSpace ( space ) ) THEN

spaces := spaces � f space g k
initialised spaces := initialised spaces � f space g

END

END
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A.7 KernelInformation

MA CHINE KernelInformation

The system only supports a given number of threads. Additionally , each addressspacealso has a
limit. Sincethere are two initial threads (roottask, sigma0) in their own addressspaces,plus some
non-zero number of kernel threads, the absolute lower limit for both maxThreads is 3. Since no
addressspacecan exist without a thread in it, the absolute minimum for kMaxThreadsPerSpace
is 1.
Three addressspacesare initially constructed: kernel, roottask, sigma0, therefore the minimum
for addressspacesis 3.

CONST ANTS

kMaxThreads ,
kMaxThreadsPerSpace ,
kMaxAddressSpaces

PR OPER TIES

kMaxThreads 2 N1 ^
3 � kMaxThreads ^
kMaxThreadsPerSpace 2 N1 ^
kMaxAddressSpaces 2 N1 ^
3 � kMaxAddressSpaces

END
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A.8 ThreadCtx

MA CHINE ThreadCtx

SEES KernelInformation

SETS

TCB ;

An ExchangeRegisterscall gets a subsetof thesewhich de�ne what actions will be performed.

EXREGS FLA GS = f ex h , ex p , ex u , ex f , ex i , ex s , ex S , ex R , ex H g

The choice of which TCBs get allocated to the privileged tasks is completely arbitrary , but NOT
random, so they are constants de�ned by the implementor.

CONST ANTS

kSigma0 ,
kRootServer ,
kIntThr eads

PR OPER TIES

card ( TCB ) = kMaxThreads ^
kSigma0 2 TCB ^
kRootServer 2 TCB ^
: ( kSigma0 = kRootServer ) ^
kIntThr eads � TCB ^
kIntThr eads 6= fg ^
card ( kIntThr eads ) � kMaxThreadsPerSpace ^
kSigma0 62kIntThr eads ^
kRootServer 62kIntThr eads

DEFINITIONS

canSend ( t ) b= thread state ( t ) 2 f tsRunning , tsPolling g ;
canReceive ( t ) b= thread state ( t ) 2 f tsWaitingTimeout , tsWaitingForever g

END
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A.9 ThreadIdCtx

MA CHINE ThreadIdCtx

SEES

Bool TYPE , KernelInformation

Sincethread versionsare an optimisation feature usedfor thread renaming and local thread ids an
IPC optimisation, they are left out here.

SETS

Global thread identi�ers.

GLOBAL TNO

CONST ANTS

Global thread numbers representing no thread and any thread respecively.

kNilGNo ,
kAnyGNo

PR OPER TIES

The maximum number of threads in the system doesnot take into account the extra thread
numbers representing any and no thread.

card ( GLOBAL TNO ) = kMaxThreads + 2 ^
kNilGNo 2 GLOBAL TNO ^
kAnyGNo 2 GLOBAL TNO ^ kAnyGNo 6= kNilGNo

END
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A.10 ThreadStateCtx

MA CHINE ThreadStateCtx

Simpli�ed.

SETS

THREAD STATE = f tsRunning ,
tsWaitingForever ,
tsWaitingTimeout ,
tsPolling ,
tsAborted g

DEFINITIONS

isRunnable ( s ) b= s = tsRunning ;
isSending ( s ) b= s = f tsPolling g ;
isReceiving ( s ) b= s 2 f tsWaitingForever , tsWaitingTimeout g ;
isAborted ( s ) b= s = tsAborted ;
isRunning ( s ) b= s = tsRunning ;
isWaiting ( s ) b= s 2 f tsWaitingForever , tsWaitingTimeout g ;
isWaitingForever ( s ) b= s = tsWaitingForever ;
isWaitingWithTime out ( s ) b= s = tsWaitingTimeout ;
isPolling ( s ) b= s = tsPolling

END
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A.11 TimeoutCtx

MA CHINE TimeoutCtx

SETS

TIMEOUT = f eZeroTimeout , eFiniteTimeout , eIn�niteTime out g

DEFINITIONS

isFinite ( t ) b= t = eFiniteTimeout ;
isIn�nite ( t ) b= t = eIn�niteTime out ;
isNoTimeout ( t ) b= t = eZeroTimeout

END
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A.12 AddressSpaceCtx

MA CHINE AddressSpaceCtx

SEES

KernelInformation

SETS

ADDRESS SPACE

CONST ANTS

kSigma0Space ,
kRootServerSpace ,
kKernelSpace

L4 needsany 3 spacesreserved, but the implementer decideswhich ones to use (eg. the �rst 3
might be the most e�cien t), so they can be treated as constants de�ned during implementation.

PR OPER TIES

card ( ADDRESS SPACE ) = kMaxAddressSpaces ^
kRootServerSpace 2 ADDRESS SPACE ^
kSigma0Space 2 ADDRESS SPACE ^
kKernelSpace 2 ADDRESS SPACE ^
kRootServerSpace 6= kSigma0Space ^
kSigma0Space 6= kKernelSpace ^
kRootServerSpace 6= kKernelSpace

DEFINITIONS

dIsPrivilegedSpace ( s ) b= s 2 f kSigma0Space , kRootServerSpace ,
kKernelSpace g

END
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A.13 FpageCtx

MA CHINE FpageCtx

An Fpage is represented by the base,size,and set of permissions.

SETS

PERMS = f pfRead , pfWrite , pfExecute g

DEFINITIONS

dFpage ( b , s , p ) b= b , s , p ;
dFpagePerms b= prj2 ( N � N , P ( PERMS ) ) ;
dFpageBase( f ) b= prj1 ( N , N ) ( prj1 ( N � N , P ( PERMS ) ) ( f ) ) ;
dFpageSize( f ) b= prj2 ( N , N ) ( prj1 ( N � N , P ( PERMS ) ) ( f ) ) ;
dIsFpage ( f ) b= f 2 N � N � P ( PERMS ) ;
FPAGE b= N � N � P ( PERMS )

END
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A.14 ErrorCtx

MA CHINE ErrorCtx

SETS

ERROR = f eNoError ,
eSendTimeout , eSendNonExistingPartner , eSendCancelled ,
eRecvTimeout , eRecvNonExistingPartner , eRecvCancelled ,
eMsgOver
ow , eXferTimeoutSender , eXferTimeoutReceiver ,
eAborted ,
eNoPrivilege , eUnavailableThread , eInvalidSpace ,
eInvalidScheduler , eOutOfMemory ,
eInvalidThread , eInvalidUtcbLocation ,
eInvalidUtcbArea , eInvalidKipA rea ,
eInvalidParameter g

DEFINITIONS

dIpcFailures b= f eMsgOver
ow , eXferTimeoutSender ,
eXferTimeoutReceiver , eAborted g

END
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A.15 Bo ol TYPE

MA CHINE Bool TYPE

SETS BOOL = f FALSE , TRUE g

END


